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F5 SSL Orchestrator ©) @
add-on APM I-FILTER ICAP Server
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Unauthorized Authorized AD Server
User User
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F5 SSL Orchestrator
1-FILTER ICAP Server (Linux)

Ver.10.42R01-20200923 (CentOS v7.7.1908 O O
O 0000000000 O0O0DOOOODn oSO RedHat
Enterprise Linux 0 00000
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ev1512100 0000000000 DOOOO@O21O03000)
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Internet

[ | |
11
amm
[ 1 1]
Firewall

External VLAN
I 172.2815.0/23

Management VLAN
10.1.2.0:24 TCAP VLAN 10.100.37.60:15080

10.100.37.0/24
jm i

[——
== =

F5 SSL Orchestrator i-FILTER ICAP D?&ma in Controller

add-on APM Server DNS Server
Virtual Server | [

10.100.35.201:3128 $ +
Intermal VLAN
! 10.100.35.0/24

Authorized Unauthorized
User User

113 0 0000000000000 00000000D0O0CAOOO/OO0

. Next 000000000

|| ONLINE (ACTIVE)
f |l standalone
(.

Setup Utility » Intreduction

Setup Utility
Welcome |
Introduction
License
Setup Utility
Resource Provisioning To begin configuring this BIG-IP® system, please complete the Setup Utllity. To begin, click the "Naxt" button.
Device Certificates
Flaﬂarm
Forward Proxy Certifi

Metwork

Redundancy

2.0000000000000D00000O0
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3. 00000000@mSSLO00O0ODOOLTM,AVR,iRulesLX,SSLOO OO OOOAPMD OOOOODO
O000o0o0omOoooooO SSLOO APMOOOOOO0OO0DOOOM

Module Provisioning License Status | Required Disk (GB) | Required Memory (MB)
[l Management (MGMT) N/A 0 1264

[] Local Traffic (LTM) 7 = Unlicensed 0 1856 )
] Application Security (ASM) None . Unlicensed 20 1492

I Fraud Protection Service (FPS) Nore NiA 12 544

[l Global Traffic (DNS) None . Unlicensed 0 148

[ Link Controlier (LC) MNone “. Unlicensed 0 148

[l Access Palicy (APM) v (Nominal _ 3) [glicensed 12 494

[ Application Visibiity and Reporting (AVR) v (Nominal 3] g Licensed 18 576

B Policy Enforcement (PEM) None 5 Unlicensed 16 1223

[ Advanced Firewall (AFM) None . Unlicensed 16 1058

[l Application Acceleration Manager (AAM) None &5 Unlicensed 32 2050

[l Secure Web Gateway (SWG) None . Unlicensed 24 4096

1] iRules Language Extensions (iRulesLX) s “g Licensed 0 748

[l URLDB Minimal (URLDB) None [0 Unlicensed 36 2048

[1] SSL Orchestrator (SSLO) v (Nominal %] Sglicensed 0 128 )
[1] cCarrier Grade NAT (CGNAT) None . Unlicensed 186 336

Submit

4. NetOOOOOOOOO
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J| OMLINE (ACTIVE}
s | standalone
L

| Help | BTSN | sewp tility » Device Certificates

(%] setup tility

N ‘Ganaral Praperties
Intraduction T
e sefver.at
License Cartificata localhost MyCompany
Resource Provisioning
Devica Cerificates Cat Propariss
Public RSA
Platform i
Public Key Size 2048 bits.
Forward Praxy Certificate
Expires Adar 28 2050 00:11:33 POT
Network 3
Redundancy Sarlal Number feadd:d8:33:0e:8bie5:73
HAVLAN Fingerprint SHAZES/86: P AE ET69:88:94: 084 F 6564 B6ES BT-92-68:4F FT-FA29:0T-EZEXET 64:F5:72:8B:C5:52:9B8:03
NTR Commen Name: |ocalnestlocaldomain
[ QOrganization: MyCompany
Division: MyOrg
Sul
Ganfigynz L Localiy: Seattis
State O Provinca: WA
Fallover Cauntry: =
Mirroring Iasusr Self
Active/Standby Pair Email rogliRlesaihos localdemain
Digsoves Pear Subject Abermative Mare

o nene.. .mm..

5.000000000000Roet00000 0D0000ONextOD0OOO0DOOOOO

atform.

fq :xl::murw._l Activation Complete
) Configure y

“ “ Setup Utility » Platform
Satup Utility

General Properties
Inbrod uetion

Management Config IP4 Automatic (DHCP) « Marual

License
IF Address[/prafi]: § 10.1.2.41

IPVA Config Details Natwork Mask: 256,255 255.0

Rmesource Provisioning

Devica Cantificata:
vion Leniieatss Managemant Route] 10.1.2.245
Platfarm
Management Corfig IPVE = Automatic (DHCP)  Manual
Forward Praxy Certificate
I FHost Name: I sslof fjpiab.local I
Mebwark
Host IP Address [[Use Port IP Address 4 |
Redundancy
Ha WLAN Time Zone Japan
NTF
User Administration
ONS
Disable login
CanfligSyne Fact A . Passwordl e )
Failover Confirn; | e

Mirronng S5H Access + Enabled
Active/Standby Pair

Digcover Pear

6. SSLOO00000000O0OO0O0OOD0O0O00000 CAOODOoOoOCAODOOODOOODODODO ODODOO
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NextOOOQOUOGOOOO

| ONLINE (ACTIVE)
fq || standalone
L

Setup Utility » Forward Proxy Certificate

Forward Proxy Certificate/Key Source

Import Type Certificate and Key %
License
N

N " Mew  Overwrite Existing

Resource Provisioning Catiloals i Ka Haan =
kY f5[plabCA
Device Certificates
U d File Paste Text

Platiorm Certificate Source Dliploa 2

Choose File fSjplabCA.crt

F P ifi
orward Proxy Certificate * Upload File  Paste Text

Source
Network Key Choose File  I5jplabGCAkey
Swuty T
)
S—
HAVLAN Frea Space on Disk 3000 MB

NTP
oes (]

7. Finished 100000000

| ONLINE (ACTIVE)
s | standalone
L -

bout Setup Utility » Network

Setup Utility
Introduction — i o _—
License
» Red
Resource Provisioning . W lm| R
= NTP
Device Certificates. + DNS
+ Config Sync
Patform » Failover
" » Mirroring
Forward Proxy Cenifiozie » Peer Device D y (for .
Network
Redundancy MNext.
HAVLAN
NTP
Create advanced device configurations by clicking Finished and navigating to the Main tab of the Configuration Utility.

11.4 0000 SSL Orchestrator RPM OO OO0 QO OoOoOgd

1. AskF5(https://support.f5.com/) 000000 SSLORPM OO O OOOOODOOOSSLOODOOOOOOO
000000 RPMODOOOODOOOODODOOODOOOOOOOOOO)
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My Account | Logoff

®

Downloads
Downloads Overview H
Select a Product Line
FAQs
Your choice contains a suite of products. Please select one of the product lines below:
Other Applications
ASKES F5 Product Family Product Line
BIG-IP iHealth BIG-IP BIG-IP w15.x [ Virtual Edition with Traffic Management Operating System (TMOSE)
Licensing Tools BIG-IP vwi4.x  Viriual Edition with Traffic Management Operating System® (TMOSE)

BIG-IP v13.x { Virlual Eddition with Traffic Management Operating System (TMOSH)
BIG-IP v12.x / Virtual Edition with Traffic Management Operating System® (TMOSE)
BIG-IP v11,% ] Vinual Edition with Traffic Management Operaling Syster® (TMOSE]
APM Clients

F5 Access Guard

Guided Configuration

inpp Templates

ifpplX Templates

BIG-10 Centralzed Managenmsent

Cloud & Orchestration
Certificate-Authority-Bundle Certificata Autharity Bundle
EnterpriseManager Enterprise Manager v3.x / Viftual Edition
Hardware-Specific Platform [ EUD
iWorkflow iWorkflow 2.x
MobileSafe MobileSafe SDK
Non-US-Patches Mon-US Patches for BIG-IF
Security Security_v15.x / Vfirtual Edition

Security_v14.5 [ Virlual Edition
Security_v13.x / Virual Edition
Security_v12.x / Virual Edition

DDoS Hybrid Defender

2. SSL Orchestrator >> Configuration 0 0 0 000000 O0O0O00OO0O0OOO0O OODODOOO

J| ONLINE [ACTIVE)
; | Standalane
)

8 | S5L Orchestrator » Cc

iF e e rr— -
& S5L Orchestrator System Seltings | Version: 7.0.312 © B

S5L Orchestrator Configuration

Corfigurafion Required Configuration

Carlificales Managament Thiz guided configuration will allow you to guickly setup the SSL Orchestrator Configuration.

Policins Before you start this guided configuration,

Campanents Canfiguration Options make sure that DS, NTP and Routes ars
configured.

a—— 19 Pustbnsend Ton,

1.1. F5 SSLO (L3 Explicit Proxy) U i-FILTERICAP O OO OOD 9
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3. Choose File 0000000000000 RPMODOODODO Uploadand Install DO 0O 000

Upgrade SSL Orchestrator RPM *

To begin installation you have to download a S5L Orchestrator RPM(.rpm) file from
downloads.f5.com (Security). Once downloaded you can upload the RPM below.

moort SSL Orchestrator BPL

Choose File  f5-iappslix-ssl-orchestrator-15.1.0-7.2.16.noarch.rpm

————————————————————————————

4. 00000000000000D0000O0DOOO00ODOO

| ONLINE [ACTIVE)
5 |
A

S5L Orchestrator » Config

System Settingd | Version 50 Jr

{::‘ S5L Orehestrator
SSL Orchestrator Configuration

Canfigurati . .
guration Required Configuration
Cenificales Management This guided configuration will allow you to quickly setup the SSL Orchestrator Configuration.
Policies Before you start this guided configuration,

1.1.5 Network OO OO O

1. VLANOOOOOOoOooOo

Network » VLANs : VLAN List

VLAN List

E o VLAN Groups

*

Search Create...

| = Name = Application | - Tag | Untagged Interfaces | Tagged Interfaces | © Partition / Path
external 4004 141 Common
internal 4003 1.2 Common
icap 4092 1.3 Common

Delete...

10 0100000
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2. Self IPO0 00000000

Network » Self IPs

75 - | Self IP List

—
* Search Create,..
[v|] ¢ Name © Application | © IP Add & | © WLAN { Tunnel |# Traffic Group * Partition / Path
external-self 172.28.14.57 255.2565.254.0 external traffic-group-local-only Common
internal-self 10.100.35.57 255.2565.255.0 internal traffic-group-local-only Common |
| icap-self 10.100.37.67 255.2565.255.0 icap traffic-group-local-only Common
Delete...

j.00o0ooooooooOoOoooOOoOooon

Network » Routes

Route List

-

© Application - Destination = Netmask | Route Domain

Add...

Resource Type Resource * Partition / Path

|
default-gw Default IPv4 Partition Default Route Domain Gateway

172.28.15.254 Common

Delete...

1.1.6 DNS,NTP O OO

1.DNSOOOOOoooo

System » Configuration : Device : DNS
Local Traffic * OVSDE App 1Q

7t ~ Device hd

Properties
Address:
Add
10.100.35.156
DNS Lookup Server List
Edit Delete Up Down

1.1. F5 SSLO (L3 Explicit Proxy) U i-FILTERICAP O OO OOD
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2. NTPOOOOODOOOO

System » Configuration : Davice : NTP

Device

o -

Properties

Address:
Add
ntp.nic jp

Time Server List

Edit Delete

Update

1.1.7 i-FILTER OO HTTP/HTTPS O U 0O U OO OO OO Local Traffic Policy O 0 O O

O i-FILCTER ICAPOOOICAPOOOOOOODOOOODDOO HITPOOOODOOOO HTTPSODOOOODOOO
000000000 -FILTER O HTTPAHTTPS OO OO OO OO OO Local TrafficPolicy 0000000000
O0000-FILTEOD ICAPOOO0DOO0O0ODODOOOOOOICAPODO0OODOOOODOOOOOOOOOO
i-FILTERO OO URLFiltering 00 000000000000 O0O0OCOO0OOOOOOO Local Traffic Policy O O
0000000000000 000oo0ogo ICAPOOOOODOOOODICAPOOODODOODODOO

1. Local Traffic >> Policies >> Policies List 0 0 O Create 00D 0000000

I T B8 Locai Trafiic » Policies : Policy List
@ AAL Oreln . 4 ~ Policies List Strategy List Statistics
’F‘ Statistics Q
Draft Policies Create
iApps
@ ||1|¢Nm Last Published - Deseription Partition / Path ‘
ﬂ Wizards Ne records to display

(3 Local Traffic

Metwaork Map Published Policies

Wirual Servers

| v |= Mame - Description Partition / Path
Mo records to display

Policies

Profiles

Cinhers

12 0100000
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2.0000000000000Create PolicyDOOOOOOODODO

Local Traffic » Policies : Policy List » New...

Strategy List

Statistics

4 -~ Policies List
———————

General Properties

Palicy Name
Dascription
Strategy

Type

b
| ifilter_db_rules I

Execute first

Traffic Palicy

£ matching rule

-~
v

Cancel | Create Policy

3.HTTPSOOOOOOOOOOOORulesO Create 000000000

v/ aID

< Name

 Description

Conditions.

Actions

Create

Me records to display

4. 000 Rule 0 OO0 0O0OOMatch all of the following conditions: 0 0 0000000000 0O000OOO

oooodd

1.1. F5 SSLO (L3 Explicit Proxy) U i-FILTERICAP O OO OOD
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Local Traffic » Policies : Policy List » /Commonlifilter_db_rules:New Rule...

General Properties
Paolicy Name ifilter_db_rules
Name I https_rule I |
Description | |
rMa*tcn all of the following conditions: A
TCP port is any of 443 |at -
| Add
client accepted time. Iﬁ' Optlons l
Do the following when the traffic is m Skip this condition if it is missing from the request.
"~ Use case sensitive string comparison,
Ignore +
Apply to traffic on  local side of external [ interface
Cancel Save Done
\ v
Match all of the following conditions: 000
a
TCP port is any of 443 atclient accepted time. og
Apply to traffic on 1local side of external interface oo

5. 00 O 0O Do the following when the trafficismatched: 0 0 00 000000000000 O0O0OOOO
Seve0OOOOOOOMOOOOOO0OOUOOODODUOUOOOOOOOOM™

Do the following when the traffic is matched:

Insert HTTP Header [ named | urihttps | with value | tcl(HTTP::ur) at request v time. -+
Replace HTTP URI full string [ with value | tol:https:/[HTTP:host][HT| at request~ time. - +
Disable response adapt Ba‘t response ¥ time. -+
Log messa e | tcl: HTTPs(443) URI was re at  request »  time. £ Options -
Cancel | Save Facility: locald
Priority: info
~ Send log message to remote server:
Done
\_ J
010 0000

14
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Do the following when the traffic is matched:
O
O
O
O
Insert HTTP Header named urihttps with value tcl: [HTTP::uri] at request
time. O
Replace HTTP URI full string with value tcl:https://
[HTTP: :host] [HTTP: :uri] at request time. 0
O
Disable response adapt at response time.
O
O
Log message tcl: HTTPs(443) URI was replaced to: [HTTP::uri] at
request time. O
O
Facility: 1ocal0 Priority: info
O
O

6. 000 HTTPOOOOODOODOOODO

1.1. F5 SSLO (L3 Explicit Proxy) U i-FILTERICAP O OO OOD 15
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Local Traffic » Policies : Policy List » /Common/ifilter_db_rules:http_rule

7+ + Properties

General Properties

Policy Name ifilter_db_rules
Name http_rule
Description
TcP port is any of 80 at -+
Add
client accepted time. £# Options
Do the following when the traffic is matched:
Insert HTTP Header named| urihttp with value‘ tel[HTTP::uri] at requestv tme. = <+
Replace HTTP URI full string with value | tcl:http://[HTTP:host][HTT| at request v time. - +
Disable response adapt at response ¥ time. - |+
Log message‘ tcl: HTTP(80) URI was repl‘at request v time. & Options -+ )
Cancel = Save
Match all of the following conditions: 000
g
TCP port is any of 80 atclient accepted time. og
Apply to traffic on 1local side of external interface oo

16 0100000
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Do the following when the traffic is matched:
O
O
O
O
Insert HTTP Header named urihttp with value tcl:[HTTP::uri]=** at
*x*request time. O
Replace HTTP URI full string with value tcl:http://
[HTTP: :host] [HTTP: :uri] at request time. O
O
Disable response adapt at response time.
O
O
Log message tcl: HTTP(80) URI was replaced to: [HTTP::uri] at
request time. O
O
Facility: 1ocal0 Priority: info
O
O
7. 00000000C000D0OC0O0DODO0O0ODOOOSaveDraft0000DOOOOO
1.1. F5SSLO (L3 Explicit Proxy) O i-FILTERICAP O OO OOO 17
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Local Traffic » Policies : Policy List » ifilter_db_rules

% + | Published Policy Draft Policy

General Properties

Policy Name ifilter_db_rules
Partition / Path Common/Drafts
Description ‘
Strategy Execute matching rule
Type Traffic Policy
Cancel Clone
Rules
[ Q] Create
[v| |. ID - Name |¢ Description |Gondilions Actions
1 https_rule TCP port is '443' at client accepted time. 1. Insert HTTP Header named 'urihttps' with value 'tcl:[HTTP::uri]' at request time.
2. Replace HTTP URI with value 'tcl:https://[HTTP::host][HTTP::uri]' at request time.
3. Disable response adapt at response time.
4, Log message 'tcl: HTTPs(443) URI was replaced to: [HTTP::uri]' at request time.
2 http_rule TCP port is '80' at client accepted time. . Insert HTTP Header named 'urihttp’ with value 'tcl:[HTTP::uri]' at request time.

4
2. Replace HTTP URI with value 'tcl:http://[HTTP::host][HTTP::uri]' at request time.
3. Disable response adapt at response time.

4, Log message 'tcl: HTTP(80) URI was replaced to: [HTTP::uri]' at request time.

8. Publish 0000000000000 OOOOOO

Lacal Traffic » Policies : Policy List

f+ 3

Policies List

Strategy List Statistics

Q

Draft Policies

Create

|v| + Name Last Published

+ Description Partition / Path

Mo records to display

Published Policies

|¢| ¢ Name + Description

ifilter_db_rules

Partition / Path

Common

0. 000000000000 0OD0O000ODO000OD00O00DODO Local TrafficPolicy 00O 0OO0OOOOOO

18
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Local Traffic » Policies : Policy List » restore_header

¥ - | Published Policy | Draft Policy

General Properties

Policy Name restore_header

Partition / Path Common/Drafts

Description

Strategy Execute first matching rule
Type Traffic Policy

Cancel = Save Draft ~ Clone

Rules
‘ Q‘ Create
[v| ‘ 1D ‘cName ‘e Description |Cond|1]ans Actions
(1 https_rule TCP port is '443' at client accepted time. 1. Replace HTTP URI with value 'tcl:[HTTP::header values urihttps]' at request time. A
2. Remove HTTP Header named 'urihttps' at request time.
3. Disable request adapt at request time.
4. Disable response adapt at response time.
2 http_rule TCP port is '80" at client accepted time. 1. Replace HTTP URI with value 'tcl:[HTTP::header values urihttp]' at request time.
- 2. Remove HTTP Header named 'urihttp' at request time.
3. Disable request adapt at request time.
k 4. Disable response adapt at response time. )
Match all of the following conditions: Oo0oao
g
TCP port is any of 443 atclient accepted time. oo
Apply to traffic on local side of external interface oo

1.1. F5 SSLO (L3 Explicit Proxy) U i-FILTERICAP O OO OOD 19
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Do the following when the traffic is matched:
O
O
O
O
Replace HTTP URI full stringAiwith valueAidtcl: [HTTP::header values
urihttps]AfatAirequestAitime. O
Remove HTTP Header named urihttps at request time.
O
O
Disable request adapt at request time.
O
O
Disable response adapt at response time.
O
O
Match all of the following conditions: 000
O
TCP port is any of 80 atclient accepted time. gd
Apply to traffic on 1ocal side of external interface oo

20 0100000
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Do the following when the traffic is matched:
O
O
O
O
Replace HTTP URI full stringAiwith valueAidtcl: [HTTP::header values
urihttp]AdatAirequestAitime.
Remove HTTP Header named urihttp at request time.
O
O
Disable request adapt at request time.
O
O
Disable response adapt at response time.
O
ad

1.1.8 NTLM OO OO

OAPMOOO0OOO0OOOCOO0OOCOO0ODOCOOONTLMODOOOODOOOOOOADOOOOOOOOOODO
O0O0O0ODNSOOOOO0OO0O0O0O00000000000000

1. Access >> Authentication >> NTLM >> Machine Account 0 O O OO Create 0000000 O0O

Access » Authentication : NTLM : Machine Account

% + All AAA Server List | AAA Servers By Type ~
————

+ 4+ Name “ Machine Account Name = © Domain FQDN = Domain Controller FQDN | * Partition / Path
Mo records to display.

Delete...

2. 00000 0O0000Machine Account Name 00 OO0 SSLO 00O OO 00O ODomain FQDNO

1.1. F5 SSLO (L3 Explicit Proxy) U i-FILTERICAP O OO OOD 21
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Admin0000 0 00000 O00O0O0OO0JimO0O0O0OOO

Access » Authentication : NTLM : Machine Account » New Machine Account...

General Properties
I Name I sslo_ntim_ma ]
Configuration
Machine Account Name F5
Domain FQDN FSJPLAB.LOCAL
Domain Controller FQDN
Admin User Administrator
Admin Password EEITTTTT T

Cance'

3.00o0oooooooon

Access » Authentication : NTLM : Machine Account

7% « | Al AAA Server List AAA Servers By Type ~

- Search

Create...
| = Name cmmmmmlcmmnnlcnmmcmmmu cPsﬂMnn.fPalhi
sslo_ntim_ma F5 FSJPLAB.LOCAL Common
. Delete.

4. Access >> Authentication >> NTLM >> NTLM Auth Configuration 00000 Create 000000 DODO

Access » Authentication : NTLM : NTLM Auth Configuration

st AAA Servers By Type ~

| | & Name “ Machine Account Name | ¢ Domain Controller FQDN List = Partition / Path

No records to display.

Delete...

22 0100000
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5. 00000 0000 0Machine Account Name 0 D000 0O0O00 O00ODOO O UODomain Controller
FQDNList 10 D0O0OUOUO0OO0OOOOFQDNO O O000dFinished DOOODDOOOOO

Access » Authentication : NTLM : NTLM Auth Configuration » New NTLM Auth Configuration...

General Properties
I Name I sslo_ntim_auth I

Configuration

Mochine AccountName .

winsvr2019.f5iplab.local

Add
winsvr2019.f5jplab.local

Domain Controller FQDN List

Edit Delete

6. Access >> Profiles/Policies >> Access Profiles(Per-Session Policies) 0000 Create 0000000000

(Per-Session Policies)

Access » Profiles | Policies : Access Profiles
Pe

Customization

Access Profiles

L«

Virtual Servers © Pantition / Path

Search

© Application | © Profile Type Per-Session Policy | Export | Copy Iﬁmmnn Logs
Common

d [l s SlnhmlAAmP«.ihNam
m access Al (none) (none)  (none)
Export... Copy... default-ssio-log-setiing Common

S5L Orchestrator

m ssloDefault_accessProfile

Delete...  Apply

7. 00000 O00000OPolicy Type O SWG-Explicit 0 O O O O Customization Type O Standard O O O
O O User Identification Method O O O Credential 0 0 O 0 0 NTLM Auth Configuration 0 000000

OO0 00000OLanguages 0 DO0O000 000000 FinishedDODOOOOOO

1.1. F5 SSLO (L3 Explicit Proxy) U i-FILTERICAP O OO OOD
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Access » Profiles / Policies : Access Profiles (Per-Session Policies) » New Profile...

General Properties

I Name

Parent Profile
Profile Type
Profile Scope

Customization Type

access

SWG-Explicit :

Profile ¥

Delay

Max Concurrent Users

Max Sessions Per User

Max In Progress Sessions Per
Client IP

Restrict to Single Client IP

Use HTTP Status 503 for Error
Pages

Settings Custom
Inactivity Timeout seconds
Access Policy Timeout seconds
Maximum Session Timeout seconds
Minimum Authentication Failure d
Delay seconds
Maximum Authentication Failure
seconds

Configurations

‘ User |dentification Method

I NTLM Auth Configuration

Credentials %

Language Settings

Additional Languages

Languages

Default Language

(Afar (aa)

3] Add

Japanese (ja)

Factory Builtin Languages

Japanese (ja) %

<

==

English (en)

Chinese (Simplified) (zh-cn)
Chinese (Traditional) (zh-tw)
Korean (ko)

Spanish (es)

French (fr)

German (de)

8. 00 D0DODO AccessProfile 00 0000000000000 ODOOOOOOPer-Session Policy O O Edit O

goood

24

0100000



F5SSLOC 00000000 D i-FILTERD

" Search Create...  Import...
||g,|;.sm 4 Access Profile Name | © Application | © Profile Type |Pu'-Ssmi:nPdiw|Expﬂ't Copy | Customization Logs Virtual Servers | © Partition / Path
| " i access All (none) {none)  (none) Common
| [ ssloDefault_accessProfile SSL Orchesirator Export... Copy.. Standard default-sslo-log-setting Common
| [ sslo_nitlm_policy SWGE-Explicit Export... Copy.. Modern default-log-satting Common

Delete..  Apply

9. 0000000O0OC VPEODDOODODOODOSartOOODO ODOOOOOOOOO

f5

Access Policy: /Common/sslo_ntlm_policy  edit endings

Deny [default])

Help Close

(Endings: Allow,

ElD e =

Add New Macro

10. Authentication 0 O O NTLM Auth Result O O 0O O O Add ItemO Save D00 0O 00O
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|Beg.fn typing to search

AD Auth

AD Query
CRLDP Auth
HTTP Auth
Kerberos Auth
LDAP Auth
LDAP Query
LocalDB Auth
lj NTLM Auth Result
OAuth Scape
QTP Generate
RADIUS Acct
RADIUS Auth
SAML Auth

Transparent Identity Import

Cancel Add [tem

] rlggm] Authentication f@gnmenﬂ fmpoint Security _{Senfer—Side]_] [General Purm]

Active Directory authentication of end user credentials

Active Directory query to pull user attributes for use with resource assignment or other functions, such as AD group

mapping

Certificate Revocation List Distribution Point (CRLDP) client certificate authentication
HTTP authentication of end user credentials
Kerberos authentication, typically following an HTTP 401 Response action

LDAP authentication of end user credentials

LDAP query to pull user attributes for use with resource assignment or other functions, such as LDAP group mapping

Local Database Authentication

NTLM authentication of end user credentials

OAuth Scope

Generate One Time Passcode (OTF)

Send accounting messages to a RADIUS server when users log on and off
RADIUS authentication of end user credentials

SAML Auth using SAML Service Provider Interface

Import Identity (user) information from IF-MAP server

Help

11. NTLM Auth Result 0 0 0 Successful 000000000 DenyOO Allow OO O OO0
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5 1 Appiy Access Policy Feln

Access Policy: /Common/sslo_ntlm_policy et Endings  (Endings: Atow, Deny [defautt)
(

Fatbackis Eiueats ) Deny | | Select Ending:
NTLM Auth Result D low O
fallback
| e Deny
| pery O

Add New Macro

point, actions, and cne or mare endi
he Add Macro button to add a purpd

ed with Device Wizards. On the main navigation pane,

a1 g start an APM Configuration wizard, to create a simple access policy that you can late
IP Access Policy Manager: Visual Policy Editor o

Cancel I Save I Help

12. 00O Apply Access Policy DO 0000000 VPEOODODOODOOO

Access Policy: [Common/sslo_nﬂm_policy Edit Endings  (Endings: Allow, Deny [default])

1

i m fallback | m+_.
B
j

Add New Macro

119 00000000 iRule0 OO

O000D0OIO0O0D0DODOO0O X-Authenticated-User[lD APM OO0 00O 0O OO O 7 session.logon.last.usernamel]
OICAPOOO0O0OO0DOO0OOOOD Rule00000O00OICAPO HTTPOOOOOOOOOODOOOOODOO
000000000000 O0b0 iRuleD0ODDOODODODDOODOI-FILTERICAPOOOOOOOOOOOOOO
O0000000000000 Mdap://0000Base64 00000000 0D0D0O0DOODOODODOO

1. Local Traffic>>iRules 00O Create 0 DO O 0000000000 ODOOOOOODefinition O 0OOO0O0O
OiRule00000OFinished 00000000 MMO0OD iRUle0 000000000 0ODOOOOODOOO
000DbO00O0o0ooooooooooooOobDOooOdm
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OCOOHTTPOOOOOOOOOOODOOOODODOOOODO iRuleOOOO

### Add this iRule to Virtual Server:ssloS _XXXX-t-4 ###

when HTTP_REQUEST {

# Create the HDR list and insert the X-Server—-IP value
set hdr [list "X-Server—-IP:[IP::local_addr]"]

# Add the authenticated user information if it exists
if { [ACCESS::session data get session.logon.last.username] ne "" } {
# In case of NLTM/Basic Auth
lappend hdr "X-Authenticated-User: [b64encode ldap:///[ACCESS::session,

—data get session.logon.last.username]]"

}

# Add above info to the table temporarily and add an ICAP-X header
set guid [expr {int (rand()=*1lel2)}]

table set S{guid} S{hdr} 10 10

HTTP: :header replace ICAP-X S{guid)

OO0ICAPODOO0DOOODOOOOOOOODODOOO iRuleddnO

### Add this iRule to ssloS—-XXXX-req ###

when ICAP_REQUEST ({
if { [HTTP::header exists "ICAP-X"] } {

# Get the header and the value from table
set hdrs [table lookup [HTTP::header "ICAP-X"]]

# Add it to ICAP header

foreach x S{hdrs) {
ICAP::header add [lindex [split ${x} ":"] 0] [lindex [split ${x}

# Remove the temporary http header. But the data would show up in the_

—ICAP header.
HTTP: :header remove "ICAP-X"

}

0000 iRule0000OICAP-XOOOO HITPOOOOOOOOOOODOOOOICAPOOOOO
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0000000000000 0000000000OO0-FILTEROOOODOOODODOODOOOO
ood

cooooooooooboooooOoOoooOooOoOoOoOoOoOboOoOobOoOoobOoOoOoOoooOboOooon
oooDooooooooooo

coooooooocooboocooood

log local0. "Username: [ACCESS::session data get session.logon.last.username]"

goboobooooboboobooobobooboo
log local0. "Encoded username: b64encode ldap:///{[} ACCESS::session data get

session.logon.last.username]]"

g0oooooooooooooooo
foreach attr "[HTTP::header names]" {

log localQ. "S$attr : [HTTP::header value $attr]"

1.1.10 SSLO Guided Configuration 00 SSLO OO O

1. SSL Orchestrator >> Configuration 0 0 0 0O O ODNS O NTP O Route 0 Configure D 000000
O0000ONextOOOQOODOOOO
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ldap:///{[}ACCESS::session
HTTP::header
HTTP::header

F5SSLOCC00000000O i-FILTERO

SSL Orcheatrator » Configuration
System Saltings | Varsion: 762 @& 1L

SSL Orchestrator Configuration
Required Configuration
This guided configuration will allow you to guickly setup the SSL Orchestrator Gorfiguration.
Before you start this guided configuration, make
Configuration Options sura that DMS, NTP and Routes are configured.

L3 Qutbound Transparent Proxy & DNS Gonfigured

@ NTP Configured

@ Route Gonfigured

Documentation

Ask a question on F3 Support

L3 Qutbound Transparent Proxy

An Qutbound topelogy can be used to provide internal user access to external remote resources when the organization
dees not own the application resources and SSL keys.

1. The internal traffic takes a routed path into and out of the BIG-IP. The client is unaware of the SSL Orchestrator device
while en route to the server.

2. Tha traffic is decrypted and is sent to sacurity devices.

3. Than the traffic is re-sncryptad and is routad out 1o the applications and Intarmat.

Configuring the follewing solution will guide you through creating the following objects:

Topology
Select the type of deployments you require and build on your configuration.

S5L Configurations
GConfigure your certificate chains for encrypting and decrypting packets.

Services
Define the security services to attach to 551 Crehestrator

Service Chaining
Determing the flow of data through your network services.

Security Policy
Configurs the traffic filtering and categorization to securely manage traffic,

PLREOM

Interception Rules
Create the rules for routing traffic.

Egress Setting
Manage SNAT Settings and configure Gateways,

Log Settings
Manage Log Settings.

o ©

Cane:

2. 00000 0000 O0SSL Orchestrator Topologies 0 O O O L3 Explicit Proxy 0 O 0 O O Save O Next OO
oDoooooo
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IP Family €
1Pva

881 Orchestrator Topologies &

Q n& @ _Ql Q
I (OFe{mmo{=] = = T =
;; e o i
ity ;:; ;‘;—:ﬂ ;f si’ms_é
L2 Outhound L3 D-ulbnunrl L2 Inbound L3 ;nd Existing Application
L2 Inbound and L2 Outbound topologies are only available on = T T D T Does not support L2,

3. 00000 00000000 Show Advanced Setting 00 0 0 O 0O OClient-side SSLO 0000000 TLS
ooooooooooooon
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Security Policy Interception Rule Egress Setting

Hide Advanced Setting

SSL Configurations
SSL Profile ©
+ Create New Use Existing

it prefix ssloT

Client-side SSL

Processing Options @

Enabled Options Disabled Options
Filter SSLv3
TLSv1 @ s
TLSv.2 TLSv1A
TLSV1.3

4. CA Certificate KeyChain 0 D 00000000000 CAODOOOOOOOO Done0O0O0OOO

CA Certificate Key Chain €

CA Certificate Key Chains

Certificate
I /Common/f5jplabGA w

Key
I JCommon/fsjplabCA v

Chain
--Select-- w

Passphrase

Cancel Done
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5. Server-side SSLO OO0 O0O0O00O0 TLSOOOOOD OO0DOOOOO

Server-side SSL
Processing Options €
Enabled Options Disabled Options
Filte S8Lv3
TLSv1A ( ‘. ) LS
TLSv1.2 TLSw1
TLSv1.3

6. 0000000000000 DOODOODODODOOOUOOOOOSaved NextOOOODOO

Cipher
I fCommon/f5-default v
Spacify the clphars that the systam suppors from the list. The defautt cipher st wil daplay DEFAULT in the field

Trusted Certificate Authority @

/Common/ca-bundle.crt v

Expire Certificate Response @

drop ~

Untrusted Certificate Authority @

drop w

OCSP &
--Salect-- v || 2

CRL @

--Select-- ~ | 2

Cance Save Draft Back Save & Next

7. Add Service 000000
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$SL Orchestrator »

SSL Orchestrator Configurati

0.—.—.—.—.—.—.—.—.

S5L Configuration Security Policy

Services List

Interception Rule

Add Service ete Service Items: 0

Name Service Type

8. Generic ICAP Service 1000 0ADODOODODOODOO

SSL Orchestrator » Configuration

SSL Orchestrator Config

Topology SSL Configuration i i i Security Policy

Interception Rule

Egress Setting

Egress Setting

Log Settings Summary

Log Settings

Service Properties

Service Settings

generic ICAP Q

Generic ICAP Service

9. 00000 O00OOOICAP Devices U i-FILTERO IPO 000 O 00000 OO0O0O0OODone00O0O

ooo
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SSL Orchestrator »

SSL Orchestrator Confi

o.—.—.—.—.—.—.—.—.

Topology SSL Configuration Service Chain Security Policy Interception Rule Egress Setting Log Settings

Service Properties

Service Settings

- e
+

Generic ICAP Service

Name

I iFILTER

s Name fiekd, type a name aher the default prefbx ssloS
Description

Type: icap

IP Family @

ICAP Devices

IP Address ©
l 10.100.37.60

Port
15080

Cancel Done

10. Request Modification URI Path 0 /REQMOD 0O O O O O Preview Max Length 0 0 0 0 0O O O ICAP
Policy 0 0 0000 OO Local Traffic Policy 0 OO O O Save O O O 0O O Di-FILTER ICAP O O ICAP
Preview D 00000000000 OOODOOOM

1.1. F5 SSLO (L3 Explicit Proxy) U i-FILTERICAP O OO OOD 35



F5SSLOCC00000000O i-FILTERO

/REQMOD

Response Modification URI Path ©
/

Preview Max Length(bytes) €

Service Down Action @

Ignore

HTTP Version €@
HTTP/1.0 & HTTR/1.1

I /Common/ifilter_db_rules

Cancel Save

11. Add Service DO OO O0ODO

SSL Orchestrator » Configuration

SSL Orchestrator Configuration

Topology SSL Configuration

Services List

Delete Service

Name

ssloS_iFILTER

Service Chain Security Policy Interception Rule Egress Setting

Items: 1

Filter Type by Name.

Service Type

ICAP

Cancel Save Draft Back Save & Next

Log Settings Summary
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12. Generic ICAP Service 1 000 0Ad OO OO0ODODODOO

SSL Orchestrator » Configuration

85L Orchestrator Configuration : sslo_L3ExplicitProxy

o.—.—.—.—.—.—.—.—.

Topology SSL Configuration Service Service Chain Security Policy Interception Rule Egress Setting Log Settings Summary

Service Properties

Service Settings

generic ICAP Q

~
ks

Generic ICAP Service

Add

13. 00000 OD0DO0O0OOICAPDevicesD OO0 IPOO0OO0 0 O0O0O0O0O0O0O0O ODO0OOODone0 00O
gmobogoboboboooobooooboboboooooooobobobobomm
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Service Properties

Service Settings

N

Generic ICAP Service

Name

I ssloS_ | restore_uri

In the ICAP service settings Name field, type a name after the default prefix ssloS,

Description
Type: icap
Type a description for this service.

IP Family €
IPv4 only -

ICAP Devices

IP Address @
1.1.11

Port
1344

Cancel Done

I No device configured

14. ICAPPolicy 000000000000 DODOOOODOO Local Traffic Policy 0 0 D O 0Save 000000

Service Down Action @

Ignore v

HTTP Version @
HTTP/1.0 & HTTP/1.1 v

ICAP Policy &

/Common/restore_header

Cancel Save
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15. Save 0 Next OO OO QOQOQOQOGQd

S§SL Orchestrator » Configuration

SSL Orchestrator Configuration :ssio_L3ExplicitProxy [ SDEREONEDN

°0—0 0000000

Topology SSL Configuration U Service Chain Security Policy Interception Rule Egress Setting Log Settings Summary

Services List

Add Service Delete Service Items: 2
Filter Type by Name
Name Service Type
ssloS_iFILTER ICAP
ssloS_restore_uri ICAP

Cancel Save Draft Back l Save & Next I

16. Service Chain List 0 Add D000 OO

S5L Orchestrator » Configuration

S5L Orchestrator Configuration :

OH—O—.—.—O—.—.—.

SS5L Configuration Security Policy Interception Rule Egress Setting Log Settings

Services Chain List

. e

17. 00000 0000000000 0000000000000Save000000000OG-FILTERODDO
ooooocOooooooooo)
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$SL Orchestrator » Configuration

S8SL Orchestrator Configuration o_L3ExplicitProxy —

°0—0 0 000 0 0

Topology SSL Configuration Service Service Chain Security Policy Interception Rule Egress Setting Log Settings Summary
y N

Services Chain Properties

Name

I ssloSC. MyServiceChain

In the services chain properties Name field, type a name after the default prefix ssloSC_.

Description

Type a description for the service chain.

Services
Services Available Selected Service Chain Order
Filter @ ssloS_iFILTER
No available items ssloS_restore_uri

Cancel

18. Service Chain 0 D 000000000 Save D Next DO D OOOODODO

SSL Orchestrator » Configuration

S5L Orchestrator Configuration : ssio L3ExplicitProxy ([ NNDERIDNERD

°ce—0 0 000009

SSL Configuration Service Chain Security Policy Interception Rule Egress Setting

Services Chain List

Agd Delete fems: 1

Name Description

ssloSC_MyServiceChain

Cancel Save Draft Back
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19. AllTraffic0 00000 OOOOOCOOOO

S5L Orchestrator » Configuration

S5L Orchestrator Configuration :

'.7.—.—.—.—.—.—.—.

Topolegy S5L Configuration Service Service Chain Security Policy Interception Rule Egress Setting Log Settings

Security Policy

Type @

= Create New Use Existing MNone

Name

I ssloP L3ExplicitProxy

y Name fiald. type a name after the default prafix ssloP
Description €
Rules Add
- . SSL Forward ) .
Name Conditions Action Proxy Action Service Chain
) SSL Check is true and
Pinners_Rule Category Lookup (SNI) is Pinners Allow Bypass . /0
J A Traffic All Allow Intercept - £
20000000 ServiceChainOOODODO0DOoOKOOOODOOOODO
Rules
Name Conditions Action f‘?:x:mr: Service Chain

] 55L Check is true and
=N Pinners_Rule Allow Bypass - £
'I Category Lookup (SNI) is Pinners s

Name
Default Rule
Type the name of your custom policy.

Action € SSL Forward Proxy Action @  Service Chain @

Allow ~ Intercept ~ Mone ~
Cance searen
Rl

ssloSC_MyServiceChain
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21. Save 0 Next 000000000

Server Certificate Status Check

Proxy Connect @

22. Proxy Server Settings ] J 00 0000000000000 00O0OO0O0O0IPOOOOOOOOOOOOO
000 Access Profile 1 0 00 OIngress Network OO0 0000000000 0000000O VLANOO
O0OSaveD Next OO DOOOODOOO

Proxy Server Settings

IPV4 Address
10.100.35.201

Port
3128

Access Profile

fCommon/sslo_ntim_policy ~

cify the access profile.

Ingress Network

VLANs
Create
Available Selected
/Common/internal
/Common/external -
/Commen/icap Q/

Cancel Save Draft Back Save & Next

23. 000000000 Manage SNAT Settings 0 Auto Map Gateways U Default Route 0 0 O O O Save O
NextOODOOOOOO@OODOOOOOOOODOOONO)
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Oe—0—©

Service Chain Security Policy Interception Rule Egress Setting

Egress Settings
Manage SNAT Settings ©

Auto Map v
Gateways €@

Default Route -

Cancel Save Draft Back | Save & Next

24. Save 0 Next 0D O OO0D0OOO

S5L Orchestrator »

S5L Orchestrator Configuration : ss Ex itPro:

c® ©® ® ©® ©® ® ©® 0—@

Topology SSL Configuration Service Service Chain Security Policy Interception Rule Egress Setting Log Settings Summary

Log Settings

Applies to Access Profile ©

Per-Request Policy @

Error -
FIP ©

Emor v
IMAP &

Error v
POP3 ©

Emor ~
SMTPS @

Error v

SSL Orchestrator Generic @

Error w

Cancel Save Draft Back Save & Next
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25.0000000000000000 DeploylOODOOOODODO

SSL Orchestrator » C

S5L Orchestrator Con

c® ©® ® ® © ® ©® ® e

S5L Configuration Service Chain Security Policy Interception Rule Egress Setting Log Settings

Summary

& Topology &
@ SSL Configuration A
& Service S
% Service Chain Y
& Security Policy .
£ Interception Rule #£
& Egress Setting #£
& Log Settings A

Cancel Save Draft Back Deploy

26 0OKOOOOOOODeployOODOOOOOOOOOOOOOD DEPLOYEDOOOOOOOOOOO

SSL Orchestrator » Configuration

@& Configure @ Dashboard £ MW/ version: 752 @ 2L

Encrypted Traffic Encrypted Traffic
> B — P > mD

]
0O w—— ==

Client VRN Servers
r 1
Issbsiﬂl’TER  ssloS_reslore_uri
Topologies Interception Rules Services Service Chains Security Policies SSL Configurations
Add Delete ftems: 1
Name « Type Security Policy SSL Configuration Protected/Unprotect...
sslo_L3ExplicitProx: L3 Explicit Proxy ssloP_L3ExplicitProxy ssloT_L3ExplicitProxy a
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27. 000 System Settings 10000000000

SSL Orchestrator » Configuration

2 Configure @ Dashboard n iy | version:7.2.16 @ &

28. SSLO O ExplicitProxy OO O OO0 DNSOOOOODeployDOOOOO

SS5L Orchestrator » Configuration
System Settings Configuration | DEFLOYED

. System Settings

System Settings

IP Family @&
IPvd v

DNS Settings

 Dns Query resolution @ h

Local Forwarding Nameserver =

Local Forwarding NameServer(s)

Local DNS Nameserver*

l 10.100.35.156 + || *
H-r T [ SOGIES50E DT OCA] NAmEseryars WIICH fi 1es0

DNSSec Validation @

Gateways Configuration

Gateways O
Default Route v

Cancel Deploy

29. i-FILTEROOOOOOOO0O0O0O0000000000000D00000000O00O00O000DO000000
O0000000000000000OProtectedd 0 OOOOO0ODOOO
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SSL Orchestrator » Configuration

£ Configure @ Dashboard

D Encrypted Traffic Encrypted Traffic
D A B> r— D
Client VAN
™
= =
- +
@ ssloS_rosiore_ur @ ssioS_FILTER
Topologies Interception Rules Services Service Chains Security Policies
Add Delete Items: 2
Name = Service Sta... Pool Member Status Service Type
ssloS_iFILTER L} Show All ICAP
ssloS_restore_uri * Show All ICAP

‘u' m Version: 7.5.20 _",,

a0
[ e ]
-
Servers
SSL Configurations
Service Do... Port Remap Protected)
ignore Not Applicabl@
ignore

Not Applicable@

30 0000000000000 000O0g peOl 00000 OOOODOOODODMOOOOOOOOOOOO
0000000000000 00U0U0gUddAvailability D Offine 0 000000000

Local Traffic » Pools : Pool List »» ssloS_restore_uri

Properties Members Statistics ]

-

General Properties

Name ssloS_restore_uri
Application ssloS_restore_uri
Partition / Path Common/ssloS_restore_uri.app
Description
Availability [0 Unknown (Enabled) - The children pool member(s) either don't have service checking enabled, or servi
Configuration: [_Basic v
Active Available_
https_head_f5
Health Monitors << inband
>>

Delete
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31. 0000000 iRule OO 0O OO O O Local Traffic >> Virtual Servers>> [0 O 0 O OssloS_XXXX(O O )-t-4
000000 Virtual Server OO OOResources IO OO O OHTTPOOODODODOOOODOOOOOOO
00000 iRule 00000 Finished DO O OO0

Local Traffle » Virtual Servers : Virtual Server List » ssloS_IFILTER-t-4

1+ +~ Properties Statistics

Resource Managament
Enabled Available
[Common/ssloS_iFILTER.app _sys_auth_tacacs
ssloS_iFILTER-ic << _sys_https_redirect
iRule ommon | add_icap_auth_header
add_http_auth_header => {Common/sslo_L3ExplicitProxy.app
sslo_L3ExplicitProxy-in_t

Up Down

32. ICAPO000OODODODODOO0O00O00O0O0 iRule 00 00O 0O O O Local Traffic >> Virtual Servers 0 0 0 00O
ssloS_XXXX(O O)-req 0000 00O Virtual Server 0 00 0 0O Resources 10 000 OICAPOODOOO
0000000000000 000 iRule00000O Finished DOODODOO

Local Traffic » Virtual Servers : Virtual Server List » ssloS_IFILTER-req

Resources Statistics

¥+ + | Properties

Resource Management

Enabled Available
{Common _sys_https_redirect
add_icap_auth_header << add_http_auth_header
iRule /{Common/ssloS_iFILTER.app
> ssloS_iFILTER-ic
‘ {Common/sslo_L3ExplicitProxy.app

Up Down

O0:

- 00000000000 ICAPOOOOOHTTPOOODODOOOOSSLOODOOOOODOOOOOOOOO
gboboboooooogo
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1.1.11 i-FILTERICAP OO Linux 0O OO O

O-FILCTEROOOOOOOOOOOOOOOODOOOOO

gobooobood

l.oooo0oo0oo0o0OO0O00O0OOCOCOO OOCOooDbO

2.000000000000CDOO0ICAPOO OOOODOOO

iFILTER. IN-7 i L=-ntzwh

PATAH /M A—Y-BE / BERE *

BERE

BESTOYETS inetnf.proxy
LDAPV3A—ihO—Jb HHFD AU ]

OY4>a—¥—: admin [B275F ] @)

3.ICAPOO00OO0 O ICAPOOIOOOOOD ODOODOOOOO0OOOOOOOODOOO

ICAPRE B B¢ 58
Cache Time to Live 7200 ¥

4. 00000 0000OO0OO0ODOO

i-FILTER. -7 i L=ty h

PATA S A—Y-RIE / BERE *

EX|E

O A2 —tF—: admin i
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5.00000000000000 LDAPOOOOO OO0O0O0O0DOOO0OO0O0O0DOOOOOODOOOO ADODO
oobooooooOoooooOoocoobObocOooboooooboOoOoOoooon

LDAPH—){—&%E
FELR : R—#S
H—)—RE
LDAP/){—Z3 >
BIND

BIND DN

BIND)UAD—

Search Base
Search Filter

Search Group

I 172.28. 1456 : 389 l

@#FO&FE Oy ED NI = 1

B2

[enoEm v

Icn=ﬁdministrator,¢n=Users,dc=f5JP lab, de=local l

O MAD-FZEFHTS (RE. /AT-FIEREENTVET)
FICAT-F
#1120 — F(8E2)

Idc:ffrjplab, de=local l

I (shtAccountHame=%1) l

(|(objectelass=organizationalunit) (objectelass=grovpofuniquenames) (objectelass=groupc

(|(objectelass=person) (objects lass=account))

Search User

BINDSA A7 b 80 % Search{ L7k 50 %
ug ogo
000D:00000 | 0D000 ADOODOO
BIND BIND OO
BIND DN OoooOoOO0oO0 BIND DN ODOOOUO | OO0 0O

cn=Administrator,cn=Users,dc=f5jplab,dc=local
BINDOODOOO oooooooOooooooooooooo
Search Base 0000000000000 10000 dce=f5jplab,dc=local
Search Filter (sAMAccountName=%1)
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goboobobooboobooobooboo

l.0ooooooooooooooo obooOooOoOO0OOODODOODODOO

i-FILTER. 717

IN—T / BEE-L /1—H-BE

IN—7—% [T IN—T%

2.0000000000000000OOO0O0OGCDOO

i-FILTER. I N- i -tk 3 OIS
IN—F | BEE—R [ 1-—S-BE B A»a—%—: admin [ AZTIk Q
s—7-% EEECIETE m»—jﬁ[ F5_SE_Group ]EJ BT T

3. 0000oo0opooooooooooooooooo

E—F WebH—EZR  Zabd—  ERIURR JOvsEE ~ SEAEE  TestBoard

BRAB 4/20008 () BEI—Y—EOXITFRS THARF iR

& a—¥—

4. 0000000 00000000
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a—4—Em

EME—F: KICAPRE1—Y—$BIANTT

ARTARERE:

LER ozpal O 2—v-me—m O BH—H

Y—r—hol@

5.000000000000000ADOODOOOOD D000 O000OOO
a—H—@En
st T * CAPRE 11— —SRIAENTT
nmrseane: EEENECEES

5 se
LEH  mppl O a-Y-Re—H e B9—H

Y—r—p5M R

A-Y-RRHR [3] #

CN=f5 se001,0U=SeDepartment,DC=f5jplab,DC=local
CN=f5 52002,0U=SeDepartment,DC=f5jplab,DC=local
CN=f5 se003,0U=SeDepartment,DC=f5jplab,DC=local

6. WebJODODOODOOOODOOODDOOODODOOODODOOOOOODODOOO0DODOOO0OOOOOOOOO0O0OO
ooboooomoooboooooooooobooooood
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#N—T4: F5_SE_Group =

AEhR  BAMA 2020/04/19 #TH 2020/05/31 clear: CTL+End

Messenger | messenger.com B

Messenger | messenger.com 1238

Messenger | messenger.com 770

-k

Messenger | messenger.com E7 40

[ IRz §| Feukias—submE
[ Z0vs 3| Frobiqs—sormesE

TOwD 3| Fruvbi A0 F—FubReE

S=H= F = mﬂn Feld— @BURN TOvSEE REGEE Test Board
—gEREAS | 7oy | E
[ ¥—E2% Hih @S Foiay  FAATIME Yz
( | SNS/B) B EEAE/ WebEHER-
Facebook [ L | -J URLEE# | 1]
Facebaok 0472 HA 4|shS
Facebook #H [ Tous s | ENSKWEREJ{???E_?
—_—
Facebook #Aut—3RE = 4_| SNS | 2]
Facebook 774 L7 w7 O—K F 0w $‘| ;-y?'l:l—ﬁ'—.-"SNS.-".U]EHE. ]
[ Facebook @D rFacebook EW7FUBAL (QAUhERET) | HA  4|SNS 3]
o oo a| EEVTRLT SO O—
Facebaok 744 Toud 7SN — i [ 3]
R 2]
]
3|
3

£

YouTube B ¥

YouTube —RETHEBN T
QD xmReEaRFvoREE

Tokyo 20208 K F w2l WK

[ YouTube (Google)

YouTube 34 MER

YouTube BHE7y 7a—F

(7098 4| Frubrtvs—robmmE
) | EEE/ T 05—/
B 4| s/ WebBIR-URLE Y
T wEE

FOus 4| WEEE/7vFO—5—

(A | wEEETTO—5—

—
WA 4| WEEE/7YTO—s—
[ 7Rvz ¢ wEEE7TR-5—

WLLL

TRy § | WEERE/T 7 A—5—

7.000000000000000000000 URL/URIDOOOOOOO OO OOOOOOOO0mMOO
oobooooooboooobooooooooobooooDoO
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H—F4%: F5_SE_Group = AU —ER
HOMIM MEEB 2020004119 #TH 202000531 clear: CTL+End

a—Hf— K Web#—EZ Fal-H— L L FOuSEE EEANE Test Board

ERVAMRE: | FFy2UAN@REATIV) ¥
FSuoUaN(@EHTIY) : BRRN 3/50008

. https://httpbin.org/get [E£]
http://http.badssl.com/ [E2]
https://rsa2048.badssl.com/ [E£]

BE-R
[ e |
[ am | m® |
URL SA47:| Ba—H s |/ TFoiay:| FOvs s
A=l Ly
axvk
B@RURLOEHET HBI-TS +
HKER SNR T

goboobooobbooboobo

1. 0000000000000 o0o0oo0D oo0oUoooO0o0o0o0 0 O0ooDDO0Oo0oD Uooooo
OO0 SSLO O Interception Rule O Destination Address 0 IPO 00 O0O00OOOOOO

{FAERA T
EEER inetnf.cont 127.0.0.1 / 15081
P - I 10.100.35.201 l

2. i-FILTER v10.40R01 OO OWEBO OO D OOOODODOOOODODOOOODOOODOODOOOODODOOOOHTTPSOODOO
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j.0oooooooooooooooOOoOOOOOOOOOCOCOOOOODOOODOOODOODOOOOOOOO0O
goboobobobobob obobo bobobob obobOobOobOobOobOobOobDOobDODODO

O 22— —: admin Q

gooogd
AT S F7ANCER S Oy SEE
SMETHREL AT O EEEERTS
—HF — Ft. B
ST AR T O Y EEEEN TS

FuE—LRE
FAILE

HERE

Sb B

Aok =1

EAz—Z

FEFRAR

Futr=i2

[fefi—hEhTIERA. ]

FOoviEhELL.

# fift

[(#aLan ) e

<font calar=#F0000 size<5 face=MS JiudschxTBAOH A HIEHEFTENTINER A </be
«/font=

<hr color = #0000 width= 60% align=left size=3=>

@A NFILTER Iz k7O SEhE LA,

BECFEH 1 56/20008F

& XA T OuSEIC L oA —LEEMT S
COURLSEBENSWebH AT, —fME AZh s Weh A — DB RHLTOET,

BRI e 4320003 F

@ URL @ FOuoEH @ IPFELR @ Bd1-H—5

I F5 Metwerks Japan $EE~— I

™

BEIFH 23/2000F

1112 0000000000000 0

1. 0000000 SSLOO0 CAO0O0O0 Oo0Ooooooooooo

2. 00000C0C0COCOOOOOOOOOOOOOOO0oO
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—https://xxxx.xXx

curl -vk —-proxy 10.100.35.201:3128 -proxy-ntlm -proxy-user 'se0Ol:ilovef5!"' |

3.0000o0ooooooooooOooooO0 SSLoooooono wWeEBOOOOOOOOO

4. WEBOOOODOOOODOOOOOOOOODODOOOOOO SSLOO CAOOODO ODO0O0O0O00oooOoooo

gooogd
B S5L Orchestrator | F5 x4 -
« C & f5comjja_jp/products/security/ssl-orchestrater
o EEe
=B BE EB00 =k JT=pF MYFS | 5L
@ Ya—=2= p ERmORN SHEA B*E
nEHAaaEm:

BR ¥ Ty

SSLO

FPUICED,
KELET.

WAAT >3

5.000000000

=UE-t I/E2-F-0 1D ERETD
=Ug-k I 2-F-C D EEHTD

authéf-araw. A5.com

B ipla

WEHME 291112 5 2000008007

RiTHOAT-RAIHE)

gobooooboboooooboocoobooooo

@ Jossenale,

JouTEnELE,

rsa2048 badssl.com

CBE509A MIEREZFIINTLEEA !

ZMer=ig Ti-FILTER) IZ&Y 7R 9FNFE L.

URL https://rsa2048.badssl.com,

JowsEm  (ERUAR: @75y OUA R

’ P77 RL-A 10.100.35.100

I —-H—g (se001

F5 Networks Japan HREF~—37
DateTime: 2020/05/10 16:11:36
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6. SSLOOO00ODO0OCOOO00000ODO0OOOO0OoooooDoO SSLoo cCAooooooogoo
oboobooooboooboob

1113 I-FILTERO O OO OO0 00O0O0OOOODOOODOOOODOOOOO0OOooooo

0 1.113.000S8SLO00000000000000000000000000N000O0000000000
00000000000000000000000000000000000000000000000000
00000000000000000000000000000000 400 VirtualServer 0100000000
00000000000 aSeaSqasaasSé 000000000 no0O

25472 DT OFLIER

|

(D) Explicit HTTP Proxy VIP
Port: £ &

4 8—%y gk

Protocol: http
Dest port: {E &

oy VEER2A4 FLERERTR, BBR/AART—FARD

Protocol: https Protocol: https
Dest port: 15080 Dest port: 1508014}
(2) Explicit HTTPS Proxy VIP 3 Reject VIP
Port: 15080 Port: *

y

@ ICAP service request VIP

SSL Orchestrator

i-FILTER
Port: 15080
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ICAP service request O Virtual Server 0 00 [J

1. 000 ICAPO0ODOO0OO0ODOOO0DOO0OO0DOOO0DOOODOOOO Local Traffic >> Profiles >> Services >> ICAP
O00OCreate 000 00000000000 OO0O0OOURIOOOOOOOOOOOO FinishedDDODODO
ooooag

icap://${SERVER_IP}:${SERVER_PORT}REQMOD

| ONLINE (ACTIVE)
| Standalone

_ “ Local Trafflc » Profiles : Services : ICAP »» New ICAP Profile..

@ S5L Orchestrator

General Properties

["‘.i Statistics i
Name IFILTER-req

3w Po—— Ca—)
(7)) wizards Settings Gustom
IS{SERVER_IPL${SERVER_P l v
54 Local Traffic ok icap:IS{SERVER_IPE${SERVER_PG
Preview La
Network Map | ot
Virtual Servers Header From
Palicies Host
Profiles Refarsr
Clphers User Agent

iRules

Poals Cancel Repeal Finished I

2. 00O ICAP service request 0 O Virtual Server 0 0 0 U O O O Local Traffic >> Virtual Servers O O O Create
0000000000000 0 00000 TypeO Internal 0000000

| ONLINE (ACTIVE)
| standalone

Local Traffic » Virtual Servers : Virtual Server List » New Virtual Server...

@ S5L Orchestrator
General Properties

/- Statistics K
Name iFILTERIcapReq

@ iApps Description
[7] wizards Type l | ¢]
Source Address
() Local Traffic
Notify Status to Virtual Address v
Network Map |
State Enabled %
Virtual Servers

3. Configuration 0 0 Advanced D OO OOICAPProfile 00000000 ICAPODOODODODO OOODO
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ggo

Coniguration

Protocol TCP ]
Protocol Profile (Client) (tep $)
Protocol Profile (Server) [ (Use Client Profile) ¢J
HTTP Profile (Client) ( None 4]
HTTP Profile (Server) ( (Use Client Profile) 0
HTTP Proxy Connect Profile [ None r J
Selected Available
Q Q
I{Common
e apm-default-serverssl
SSL Profile (Server) crypto-client-default-serverss|
.. foaas-default-ssl
peoip-default-serverssl
serverss|
serverssl-insecure-compatible
Service Profile [ None ¢]
SplitSession Client Profile None -
ICAP Profile iIFILTER-req = l
Request Adapt Profile ((None g ]

4. 00 0O O Default Pool O 00 0 SSLO Guided Configuration 0 D 0000 Pool 00 00 OO Finished 0 00 O

goood
Resources
Enabled Available
{Common

<< _sys_APM_ExchangeSupport_CA_BasicAuth
iRules _sys_APM_ExchangeSupport_ OA_NtmAuth

== _sys APM_ExchangeSupport_helper

_sys APM_ExchangeSupport_main
Up Down

Default Pool + ssloS_iFILER ¥
Default Persistence Profile
Fallback Persistence Profile None B

Cancel Repeat
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Explicit HTTPS Proxy O Virtual Server 0 0 [

1. OOOICAPO O Virtual Server 0 D 000000 Request Adapt 0 D 000000000 OO Local Traffic
>> Profiles >> Services >> Request Adapt 0 D OCreate 000 00000000000 OOOOOInternal
Virtual Name 0 0 00 0 0 OO Virtual Sever 0 0 0O O O Preview Size 0 000 0 0O O O O Finished 0 0 O
gooooo

| OMLINE (ACTIVE)
f; | Standalone
[®

Local Traffic » Profiles : Services : Request Adapt » New Raquest Adapt Profile.

@ SSL Orchestrator
General Properties

Aeg o
u Statistics Narmg IFILTER-adp-req l
@ iApps Parent Profile raquastadapt T
ﬂ Wizards Settings Custom
| Enatiea | / Enablea
(9] Local Tratfic ]
| Internal Virtual Name JCommonliFILTERIcapReq 1 ) <
Metwork Map
" | Preview Size <
Vireal Servers
Policies | WIEEL )
Profiles |SuviueDownAcﬁu1 | lgnore ¢
Ciphers | Allow HTTP 1.0 |

iRules

Pools

2.000SSLO0000000000000000000000000000 SSLOOO0O0O0O00 ClientSSL
0000000000000 Local Traffic >> Profiles >> SSL >> Client 0 00 Create 000000000
ooo0o0 0oOo0ooooooOoOoOoOo SSLO0O00000ooooOoooo0o0 o0 oooDooooo
Finished 00000000 MBIG-IPOO SSLOOOOODOOOODO OSystem >> Certificate Management
>> Traffic Certificate Management 0 0 000 D0 0000 0O 000 00000000000

|| ONLINE (ACTIVE)
s | standalone
L.

Local Traffic » Profiles : SSL: Client »» Mew Client S5L Profile...

Eﬁ S5L Orchestrator
Genaral Properties
-
& emE Name l FILTER-clientssl l
iApps Parent Profile | clientss! v)
lﬁj S ] [ Basic +) Custom
@ Local Traffic [|anrmnnn.fI'5b6gip ICommon/i5higip ]
Network Map Certificate Key Chain ‘
Witual Servars
Add
Palicies
Profi OCSP Stapling
Notify Certificate Status to
Ciphers Virtual Server
Rules Proxy SSL
Pools Proxy SSL Passthrough
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3. 000Proxy 00 Tunnel 0 00O OO ONetwork >>Tunnel List 0 OO Create 000 0O0OOOO0O0OOO
00 00000 Profile 0 OO tep-forward 0 O 0 00 Finished 000000000

| ONLINE {ACTIVE)
f; ] standalone
—

Network » Tunnels : Tunnel List » New Tunnel...

& S5L Orchestrator

f*-i Statistics —
Name L3ExplicitProxy-xp-tunnel
[l iapps Description
() wiearas Proflo (G 9 |
MTU [
(34 Local Traffic
Use PMTU ~ Enabled
 Trame ntallgence Tos
.. A
I Access Auto-Last Hop Defaull

Device Management Cancel F!epaatl Finished I

4. OOOHTTPSOOOOO0DOOOOO URIODOOOOO iRule 000000 O Local Traffic >> iRules 0 0 O
Create 000000000 00000 000000 Definition 0000000 iRule 000 OO Finished
Oo0000000@MO000iRule0000000000000DOO0OO0O0O0O0O0O0OOOOOODDOOO
ooboooooooom

OO0OURIOOOOOO iRule

### Add this iRule to Explicit HTTPS Virtual Server ###
when HTTP_REQUEST {

set OLDURI [HTTP::uri]

HTTP::uri "https://[HTTP::host]$OLDURI"

5. 000OSSL OO0 Explicit HTTPS Virtual Server 0 0 O O O O O Local Traffic >> Virtual Servers O O OCreate
00000000000000 0000 dDestination Address/Mask O O 100.0.0.0/0 O O O O Service Port
goo1s08o0CcooooOoO
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| ONLINE (ACTIVE)
fg | Standalone
(9

“ “ Local Traffic » Virtual Servers : Virtual Server List » New Virtual Server...

5 S5L Orchestrator

/e Statistics
Name IFILTERProxy
E iApps Description
Q Wizards Typa Standard s
+ Host  Address List
ﬁj Local Traffic Source Address
Network Map
Virtual Servers Destination AddressMask 0.0.0.00 ]
Policies
protes sonve P 1500 )
Ciphers Notify Status to Virtual Address |
iRule:
e State
Poals

6. Configuration 0 0 0 Advanced U O O O OHTTP Profile O O Ohttp O 0O O OSSL Profile (Client) 0 0 00O
D000 clientssl OO OO0 ODODOODOOO

Confgurationd  Advanced +)

Protocol TCP =

Protocol Profile (Client) (tep $)

Protocol Profile (Server) [ (Use Client Profile) )

HTTP Profile (Client) | (http | gl

HTTP Profile (Server) [ {Use Client Profile) v ]

HTTP Proxy Connect Profile ( None 7
FTP Profile

SOCKS Profile

Stream Profile

iRules LX Profile

XML Profile
MQTT
Selected Available

/Common

SSL Profile (Client) == clientssl-insecure-compatible
clientssl-quic

clientssl-secure
crypto-server-default-clientss|
splitsession-default-clientssl

==
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7. Request Adapt Profile 00 000000 000000 000 0OOVLAN and Tunnel Traffic 0 O O Enable
on.. J00OOVLANsand Tunnels 0 0000 OO Tunnel O O O O O Source Address Translation 00 O

Auto Map U 0 O O O Address Translation 0 Port Translation D 00000000000

Request Adapt Profile [ iFILTER-adp-req I o ]
—————
Response Adapt Profile [ None . ]

Statistics Profile

VLAN and Tunnel Traffic [ Enabled on... I :]
—
Selected Available
I /Common
VLANSs and Tunnels I L3ExplicitProxy-xp-tunnel l << external
http-tunnel
== icap
internal
Source Address Translation
Bandwidth Controller
Enabled Available
Traffic Class ==
5>
Connection Limit o}
Eviction Policy ((None )
Eviction Protected Enabled
Connection Rate Limit 0
Connection Rate Limit Mode [ Per Virtual Server ;]
Address Translation Enabled
Port Translation Enabled

8. iRules0 0000000 iRule 00000 Finished DOODOOOOODO
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Resources
Enabled Available
[4® ] add_auth_hitp
iFILTER-https-rule << add_auth_icap
iRules /Common/ssloS_iFILER.app
b ssloS_iFILER-ic
Ic /sslo_L3ExplicitProxy.app
Up Down
Enabled Available
[Common
Policies << ifilter_db_rules
>
Default Persistence Profile
Fallback Persistence Profile

Cancel Repeat

Explicit HTTP Proxy O Virtual Server 0 0 [J

1. 000000000 Explicit Profile 0 0 0O 0O O O O Local Traffic >> Profiles >> Services >> HTTP O O O
Create 00000000 OProxyMode 0D OO Explicit 0 000000

Local Traffic » Profiles : Services : HTTP » New HTTF Profile...

General Properties

Name | L3ExplicitProxy-xp- l

Pro N
Parent Profile ( http-explicit A

2. DNS Resolver O 00 0 SSLO Guided Configuration 0 O 0 0O O DNS Resolver O U 0 O 0 Tunnel Name O 0 O
00000 Tunnel 00 000 Finished 000000000

Explicit Proxy
DNS Resolver + k ssloGS-net-resolver :] l 4
IPv6 |
‘ Route Domain - ‘
Tunnel Name k L3ExplicitProxy-xp-tunnel i 4] %
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3. 000000000 iRue00OOOOO

0000000 ODOO HTTPHTTPs OO ODOODODO -FILTEROOODOOOOODOOOOOD
OO0O0OO0COOODO iRule

- J00000C0O0DOCOUOUOOOOI-FILTEROODO URIOOOOOO iRule

Local Traffic >>iRules D 0O Create D0 000000000 COOO OOOODO O Definition O O O
D000 iRule 000O0OOFinished 0000 0O00O0O0 iRule000000OD0OO0OOOOOOOOO
ICAPO00O0ODODONOOOONOODODOOODO0O0O0ODO0O00RUeIOOODOOOOOOOOOOO
FQDN/IPOOO0OU0O0O0O0OOO0O0O0ODOOO0O00OODMOOOD ikvle0 00000000 OOODOOOO
0000000000 oo0oDoooo0o0oo0Doooooooooo0odiRulednl10OOnO
O000oooooooooooom

00000000000000 iRule

### Add this iRule to Explicit Virtual Server ###
when HTTP_PROXY_REQUEST ({
set FSPROXY "bigip.f5jplab.local"
if { [HTTP::host] contains SEFS5PROXY} {
HTTP::proxy enable
ADAPT: :enable request false
} else {
HTTP: :proxy disable
virtual sslo_L3ExplicitProxy.app/sslo_L3ExplicitProxy-xp-4
snat automap

OO0OURIOOOOOO iRule

### Add this iRule to Explicit Virtual Server ###
when HTTP_REQUEST {
set F5PROXY "bigip.f5jplab.local"
if { [HTTP::host] contains SEFS5PROXY} {
set OLDURI [HTTP::uri]
HTTP::uri "http://[HTTP::host]SOLDURI"
ADAPT: :enable request true
} else {

ADAPT: :enable request false

4. 00 Explicit HTTP Proxy O O Virtual Server 0 O O O O O O Local Traffic >> Virtual Servers 0 O O Create
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000000000000 00 0000 0ODestination Address/Mask D000 0000000 IPOOOO
OO0OO0O0OServicePort 0000000000000 0OCOOO0O0OOODODOOO

Local Traffic » Virtual Servers : Virtual Server List » New Virtual Sarver...

General Properties

I Name L3ExplicitProxy
Description
Type  Standard +]
+ Host Address List

Source Address

Destination Address/Mask PT—

estination Adcressiias 10.100.35.211

; « P Port List

Service Port 3128 Other :

Notify Status to Virtual Address "

5. HTTP Profile(Client) 0 0000 0 00O HTTP Explicit Profile 0 000000

Configuration: [ Advanced
 Potoco [Ca— |
‘ Protocol Profile (Client) ‘ (tep ) ‘
‘ Protocol Profile (Server) ‘ (((Use Client Profile) 3 ‘
‘ HTTP Profile (Client) ‘[ LExpictProxyxpntip | ¢) ‘

6. Request Adapt Profile 00 000000000 OOOOOOOOSource Address Translation O O O Auto
MapOOQoooooQd

Request Adapt Profile ‘I[ iFILTER-adp-req B
Response Adapt Profile (None 3]
Statistics Profile
VLAN and Tunnel Traffic [ All VLANs and Tunnels ¢]
Source Address Translation

\
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7.iRules 0000000000 iRule0 00000 Finished 0O DOODOOOOO

Resources

Enabled Available

I add_auth_icap
iFILTER-bypass << iFILTER-https-rule
iRules IFILTER-http-rule {Common/ssloS_iFILER.app
>= ssl0S_iFILER-ic

{Common/sslo_L3ExplicitProxy.app

Up Down

Reject O Virtual Server 0 0 O

1.000015080 0000000000 OO0 Virtual Server 000000 MO Virtual Server 000000
0000000000 0000 OType 00O Reject O 0 O 0O ODestination Address/Mask O 00 10.0.0.0/0
OO0000Service Port 00 *000000O0OVLAN and Tunnel Traffic 0 0 0 Enabledon... 000 00O
VLANs and Tunnels 0000000 Tunnel 000 00O Finished 000000000

66 0100000



F5SSLOC 00000000 D i-FILTERD

Local Traffic » Virtual Servers : Virtual Server List » New Virtual Server...

General Properties

MName l RejectProxy |
Description
Type | Reject | 4]

Source Address

I

Destination Address/Mask 0.0.0.0/0

Service Port Il Ports &

Notify Status to Virtual Address

state
Configuration: [ Advanced %)

Protocol Cl
WebSocket Profile

IMAP Profile

SplitSession Client Profile

SplitSession Server Profile

-
T
-

Statistics Profile
VLAN and Tunnel Traffic [ Enabled on... | %)
Selected Available
1 {Common

VLANs and Tunnels L3ExplicitProxy-xp-tunnel << external

http-tunnel

> icap
internal

i-FILTERO O DD

l.00o00o0ooooooo0o0oooooOob0 ooooooooooOoOoOO0 OOoOooooooOoOooboboOooo
00000 BIG-IPO FOQDNUOOOOODOOOO O 1s080 000000 MmMIPOOOODOOOOOOO
oooooooSSLooooooooooooooooooOoooOOoOoOoOoooom
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i-FILTER. ; L-ntyh 227 @ O
YRTA [ PRTHNGA—H— | RERE * OZ4»3A—4%—: admin Q
[ & |

EERE
SATARE BE O

ICAPY—/\— %
ALk 490 WA 20 %

Fotzs
(FNFIOER)

e

-
TRLA:R—bES

1

bigip.fSiplob. local T 15088 l

2. 00000000000000000000 COOO0O00O0COO0O00O0ODOO00ODOOO00O00000
oO00o0oo0moooooooooO0ooOo0o0oooooooOooooO0Oo vrRIODOOCOOOOO0O0

gol
FEFAERE
IR inetnf.conf 127.0.8.1 / 15081
TViRE I fsnetworks.cts I
7oy B I fSnetworks.msg ]

ooooooboooooooon

1.0000000000000000000 ExplicitProxyO IPOOOO0O0O0OO0O0 FQDNOOOOIPOO
ooooooooon

2. 000000000000000000O0000COO00O0OOO00OOO00OOO0O0OO0
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@ JoyoEnile, x 4+

JovhEhiELE, fsslcom * O

i-FILTER.

CMA=3F Ti-FILTER) IC£Y F 09 2FNEL s

URL https://rsa2048.badssl.com/

JowsEm  (ERVAR 875y IUA R
PP LA 10.100.35.100
FIE1—HY—& |[se001

F5 Networks Japan ##5E~—37
DateTime: 2020/07/27 21:03:07

3.0000000000000000000000000000O0O0O0O0O00O0O0OODOOOODOOOO0OD
ooo

@ JowrEnEle, x 4+

JOupEhELE, * O

i-FILTER.

ZDA=1F Ti-FILTER) I2&Y 7R 2 hEL .,

URL https://www.google.com/

JowoEA |i§%l>5>
IPF LR | 10.100.35.100
i —H—F |se001

=Rl i | oK |

F5 Networks Japan $REF~1—<7
DateTime: 2020/07/27 21:09:26
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4. 0000000000000 WEBODOOOOOOOOODODOO

G Google x + B = x
<« C & google.com T 6
Googlelc 2\ T AMF G
Q !J
Google &% I'm Feeling Lucky
1114 OO0

gpooo
1. 00000000000 SSLOO00ooo0ooooooooo
« SSLOOOUODOO iRuled localoDOOODOOO /var/log/ltm
« APMOOOOOOO /var/log/apm

e SSL Guided Configurationd iAppLX/RESTO O OO O OO  /var/log/restnoded/restnoded.log
/var/log/restjava.0.log

e DOOOSSLOOODODOODOODODOODOOOOOOOO AskFsOoOoooooooon
K26520133:  Troubleshooting SSL Orchestrator(SSLO) https://support.f5.com/csp/article/
K26520133
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2. 00000000000 -FILTEROOODODOOOOOOOOOOO

« 000000 /usr/local/ifilter10/logs/access.log0000

goboobooboooboobboobboobg

1.000000O0htpbinorg 000 000000000000000000000O0O0O0O0O0O0O0O0O0O0OO
gooooboogobooooboobooobooboobooboob -0OO0O0ob obOb0bObOobOooDbo
goboobb ooboobooboba

BBz
HMZTS (B4 1/200014)

httpbin.org

RARE

MR R Re—H @ BH—H ) EREE - AXFILFEENTD
HRCTSH  (BEAH 0/200014)

AP

1.2 F5 SSLO (L3 Explicit Proxy) O i-FILTER Proxy O OO0 Q00O

O00O0O0SSLO00ooo00un -FILTERProxy 00O 0000000000000 0O0OOO0OOOO

1.2.1 F5SSLO U i-FILTER PROXY O O OO OO

FSSSLO O i-FILTER PROXY OO O0O0OO0O0O0OO0OO0DOOOOODO

1. 00000000000 (AD)oooogooooo
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Internet

T 1
mmms
— ]
Firewall FEEFAIWEBY 1
NDOEHEIOY Y
@T ) G
(S > ﬁ
A <1-mE> —>
REGHE2L—Y F5 SSL Orchestrator ® @ G
#70vo add-on APM i-FILTER Proxy Server
al®

Unauthorized
User

Authorized
User

?

AD Server

2.8SLO0000000000 (NTLMOOOKerberos D0 000000000000 O0OODOOO)OSSLO

ooooocooo

3. WEBOOUOOOO SSLOOOOO0O0O0O0O00O0O00O0O -FILTERO HTTPOOOOOO

4 00000000 URLOOOOOCOOOOCOOOOOOOOOOOOOOOO wWEBOOOOOOOO

gogbooboooobuoobooboboon

S5.00000C0C0C0COO0OCCOSSLOO0O0O0OoOoOoOoOoweEBOOOOOO0O0O0O0O

122 00000000000 OOOO0O0O00OO

oobooOooooOoooobooooboooobooooOooOoOoOooboog

1.0000000

ooo

ooooo

F5 SSL Orchestrator

v15.1.0.5-0.0.8 4AS 7.4.9

i-FILTER Proxy Server (Linux)

Ver.10.41R01-20200807 (CentOS v7.7.1908 O O

000000000000000000 OS0O Red Hat
Enterprise Linux 0 00000
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O

O0:

00 F500000000000000000M 00000000 Doo0oDo0oo0oooooDoo
OO00O0O0OO0OO0OoOoOog AskFsooooooono

e Proxy UOUOOOOUOOOOI-FILTEROODODOODOODODOODODOODODODODAPMOOOOOOOO

coooogo

2.0000000000000O0

Internet

el

1 1]
[ 1 1 |
[ 1 1]
Firewall

External VLAN
172.28.15.0/23

Management VLAN Proxy-out VLAN
10.1.2.0/24 10.100.38.0/24
172.28.1457 10.100.38.59
o ~\
(R ) ;7
EEE | :1105;%)23.37.59
F5 SSL Orchestrator i-FILTER Domain Controller
add-on APM  10.100.37.57 Proxy Server & DNS Server
10.100.35.57
T Proxy-in VLAN
Virtual Server 10.100.37.0/24
10.100.35.201:3128 -
Interrnal VLAN
10.100.35.0/24
Authorized Unauthorized
User User
123 0 0000000000000 0O000OOOODDOOOCAODO/ODO
1-1.3000000
1.24 0000 SSL Orchestrator RPM O OO OO0 000
1-1. 000000040
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F5SSLOCC00000000O i-FILTERO

1.25 Network O OO QOO

1. VLANOOOOOOOOO

Network » VLANs : VLAN List

¥ + VLAN List VLAN Groups

- Search Create...

][ & Name  Application | Tag | Untagged Interfaces  Tagged Interfaces * Partion / Path
external 4094 1.1 Commeon
internal 4093 1.2 Common

Delete...

2. 8elfIPO0O0O0OOOOOO

Network » Self IPs

Self IP List

£ R

¥ I Search Create...
v ¢ Name ‘ + Application | © IP Address -~ Netmask “ VLAN/ Tunnel  * Traffic Group + Partition / Path
external-self 172.28.14.57 255.255.254.0 external traffic-group-local-only Common
internal-self 10,100.35.57 255.255.255.0 internal traffic-group-local-only Common
Delete...

3.00oooouooooooooooooog

Network » Routes

Route List

o~

Add...
[v]| + Name < Application  + Destination | + Netmask ‘ Route Domain Resource Type Resource < Partition / Path
default-gw Default IPv4 Partition Default Route Domain Gateway 172.28.15.254 Common
Delete...
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1.2.6 DNS,NTP O OO

I-r.60o0noogog

1.2.7 i-FILTER OO HTTP/HTTPS OO OO OODO iRule0 00O

O i-FILTER PROXY OOOHTTPOOCOOOOOOODO HTTPOOODOOOOO HTTPSOOOOOOOOODO
OO0O00000-FILCTER O HTITPHTTPSOO O OO OO OODO iRule 00 OO0 O O X-Forwarded-Proto [ O
OOOOCOOOOOOOOOOhtporhttpsOO0O0OOOHTTPOOOCOOOOOOOOOOO0OO0O0O0O0OOOO

O000oOo IPOO0ODOO X-Forwarded-For 000 O0O0O0Q0QO0O

1. Local Traffic>>iRules OO0 OCreate 0000000000000 ODOOOOODefinition0 00000
OiRule0000O0OFinished 00000000 MMOOD iRUle0 0000000 0OD0O0ODOOOOODOO

obooooooooobOocOooboocooboooom

OOHTTPOOUOOOOG-FILTEROOODOOODOOOOOOOO iRuled OO0

when HTTP_REQUEST {
if { [TCP::local_port] == 80 } {

# For HTTP protocol

} elseif { [TCP::local_port] == 443 } {
# For HTTPS protocl

sharedvar ctx
# For Client IP address

### Add this 1Rule to Virtual Server:ssloS XXXX-t-4 ###

HTTP: :header replace "X-Forwarded-Proto" "http"

HTTP: :header replace "X-Forwarded-Proto" "https"

lappend ctx (headers) "X-Forwarded-For" [IP::client_addr]

if { [expr { [llength S$ctx(headers)] % 2 }]
foreach {h_name h_value} Sctx(headers) {
HTTP: :header replace h_name h_value

coooooooboooobooooboooooooOoOoobooOoooboocOoobooobooOooooOoboOoon

gobooobobgoobog
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F5SSLOCO 000000000 i-FILTER D

godoooooooooouoooooo
foreach attr "[HTTP::header names]" {
log localQ. "S$attr : [HTTP::header value $attr]"

1.28 NTLMCOO OO

1-1.8000000

1.29 00000000 iRule0 OO

OOO0O000O00ODDO0OO0OO0dProxy-AuthorizationdO APM O OO0 O 00O O O OO session.logon.last.usernamel]
O HTTPOOOOOOOOOOOOO iRule 000000 OI-FILTER PROXY O O O O O O Proxy-Authorization
O00000000000000 Base64OODOODOOOOOD BasicOOOODOODODODOODOO

1. Local Traffic>>iRules 0 0 02-2.70 00000 iRule0 0000000000000 ODOOOOOOO
00000 00odiRkule 0000000000000 0D0OO00O0O0ODO0O0O0OOOO0O0O0O0O0OO0O0O

oooooooo

OOHTTPOOOOOO-FILTEROOOOOOOOOOOOOO iRule0O000O

### Add this iRule to Virtual Server:ssloS XXXX-t-4 ###

when HTTP_REQUEST ({

if { [TCP::local_port] == 80 } {
# For HTTP protocol
HTTP: :header replace "X-Forwarded-Proto" "http"

} elseif { [TCP::local_port] == 443 } {
# For HTTPS protocl
HTTP: :header replace "X-Forwarded-Proto" "https"

sharedvar ctx
# For Client IP address
lappend ctx (headers) "X-Forwarded-For" [IP::client_addr]

# For Username
if { [ACCESS::session data get session.logon.last.username] ne "" } {
set PROXYAUTH "Basic [b64encode [ACCESS::session data get session.

—logon.last.username]:]"

(ooooooo)
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F5SSLO 0000000000 i-FILTERDO

(ooooooooon)

} else {
set PROXYAUTH ""

}
lappend ctx (headers) "Proxy—-Authorization" SPROXYAUTH

if { [expr { [llength Sctx(headers)] % 2 }] == 0 } {
foreach {h_name h_value} Sctx(headers) {
HTTP: :header replace h_name h_value

gooboooboboooboboobooobobooboobbooboobbooboobboboboobbo
gooboooooogoo

coooooooocooboconoooo

log local0. "Username: [ACCESS::session data get session.logon.last.username]"

coooooobooooboooboooooon

log local0. "Encoded username: b64encode [ACCESS::session data get session.logon.last.username]"”

godoooooooooouoooooo
foreach attr "[HTTP::header names]" {
log localQ. "S$attr : [HTTP::header value $attr]"

1.2.10 SSLO Guided Configuration 0 00 SSLO 00O

1. SSL Orchestrator >> Configuration 0 0 0 00O 0O ODNS O NTP O Route O Configure 0000000
OO0O00OONetOOOOOoOOOO
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HTTP::header
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F5SSLOCC00000000O i-FILTERO

S55L Orchestrator Configuration

This guicke

Configuration Options

L3 Outbound Transparent Proxy

rtiguration will allow you to quickly setup the SSL Drchastrator Configuration

System Settings [Version: 7490 L

Required Configuration

Delore you start this g
NTP and Routes ars

 configuration, make sure that DNS,

LTI

L3 Outbound Transparent Proxy

An Outbeund topolagy can be used 1o provide internal user access to external remote resources when the erganization does not own the application

resources and SSL keys.

1. The internal trafic takes & routed path into and out of the BIG-IP: The client is unaware of the SSL Orchestrator device wiile 8N route 10 the server,

2, Tha traffic is decryplad and is 50t 10 security devices.
3, Than tha WAME &5 re-ancrypled and is FOUND oLt 10 Tha ADPICations and Intamat

Configuring the following solution will guide you through ereating the following objects:

Topology

Salec

SSL Configuralions

Configure your certificate chis

Sorvices

Define the sacurity serv

o< to attach to & rchestrator

Service Chaining

Detarmine the flow of data theough your network senvices.

PLEOM

Security Policy

Gonfigure the traffic filtering and categorizat

— Interception Rules
b Create the rules for routing traffic.
9 Egross Setling
Managa SNAT Settings and configure Gataways.
3 Log Settings
Manage

o

© DNS Configured

@  NTP Configured

@ Route Configured

@ type of depkyments you require and bulld on your configuration

crypting and decrypting packets

10 9ecurely manage uallc

Documentation

Ask 8 question on F5 Support

2. 00000 0000 OSSL Orchestrator Topologies O O O O L3 Explicit Proxy 0 O 0O 0O O Save O Next O O
goooooo
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S5L Orchestrater » Co: nngural ion

SL Orchestrator Configuration

0.—0—.—.—.—.—.—.—.

SSL Gonfiguration Service Ghain Security Policy Interception Rule Egress Setting Log Settings

Summary

Topology Properties

Name

I ssio_ | LaBxplicitProxy

In the topology Name field, type a name: afer the default prefic sslo .

Description

Pravide a description for this deploymeant

Protacol @

TGP v

1P Family @
IPvd ~

SSL Orchestrator Topologies @

= e = T i B =t = — — =B e == —
Ofel==lo{e| @HH}HE pr- st B Lple-+® p—
[ [ o
e e - _—
=050 _A.oJ prart o0 =00
L2 Outbound L3 Outbound L2 Inbound L3 Inbound Existing Application
*L2 Inbound and L2 Outbound topologies are only available on = - Des not support L2,

Cancel Save Draft Save & Next

3. 00000 00000000 Show Advanced Setting 0000 00 OClient-side SSLO OO0 O OO0 TLS
ooooooooooboooon
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SSL Orchestrator » Configuration

SSL Orchestrator Gonfiguration :ssio_L3ExplicitProxy

0.*.—.—.—.—.—.—.—.

Topology SSL Configuration Service Chain Security Policy Interception Rule Egress Setting Log Settings
s

Hide Advanced Setting
SSL Configurations

SSL Profile ©
@ Create New Use Existing

Name

I ssloT_

n the 53 tions Name field, type a nama after the default prefix ssloT_.
Description
Provide a description for the SSL canfiguration.

Client-side SSL

Processing Options €

Enabled Options Disabled Options
Filter

SSLv3

TLS @

TLSv1

TLSv1.1

4. CA Certificate KeyChain ] 000000000000 CAODOOOOOOOO Done0O0O0ODOO

CA Certificate Key Chain @

CA Certificate Key Chains

Certificate
l /Common/f5jplabCA v

Key
l /Common/f5jplabCA v

Chain
--Select-- ~

Passphrase

Cancel Done
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5. Server-side SSLO OO0 O0O0O00O0 TLSOOOOOD OO0DOOOOO

Server-side SSL

Processing Options @

Enabled Options Disabled Options
Filte!

SSLv3

LS @

TLSv1
TLSv1.1

6. 0000000O0OCOOOO0ODOODOODDODOOOUOOOOOSaved NextOOOODODO

Cipher

I /Common/f5-default

Specify the ciphers that the system supports from the list. The default cipher list will display DEFAULT in the field.
Trusted Certificate Authority €@

/Commen/ca-bundle.crt

Expire Certificate Response @

drop

Untrusted Certificate Authority @

drop

OCsP @

—-Select--v &

CRL ©

--Select--v | &

Cancel Save Draft Back Save & Next

7. Add Service 000000

1.2. F5SSLO (L3 Explicit Proxy) O i-FILTER Proxy D0 OO0 OO
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SSL Orchestrator » Configuration

SSL Orchestrator Configuration

Topology SSL Configuration i Service Chain Security Policy Interception Rule Egress Setting Log Settings

Services List D
Delete Service Items: 0
ilter Type by

Name Service Type

8. Generic HTTP Service 1 0 00 0Add OO O0ODOODOO

SSL Orchestrator » Configuration

SSL Orchestrator Configuration L3ExplicitProxy ([ ETIDEEEONEDD

°0—0 000000 °

Topology SSL Configuration Service Service Chain Security Policy Interception Rule Egress Setting Lag Settings Summary
.

Service Properties

Service Settings

generic http Q

)

Generic HTTP Service

Cancel Save

9. 00000 00DOOO0O
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SSL Orchestrator » Configuration

8SL Orchestrator Configuration :sslo_L3ExplicitProxy

..—.—H_._.—._._.

Topology SSL Configuration Service Service Chain Security Policy Interception Rule Egress Setting Log Settings Summary
b

Service Properties

Service Settings

i

Generic HTTP Service

Name

I ssloS_ || iFILTERProxy

in tha HTTP sarvice settings Name field, typa a name after tha default prefix ssloS.

Description
Type: http-proxy
Type a description for this service.

IP Family &

10. Service Definition 0 O U Auto Manage Addresses 0 0 0 00 0 00O 0O OSSLO OO i-FILTER Proxy O
HTTPOOOOOOOOOOO VLAN,SelfIPO0O0O00O0COO0OO0 O00O0O0OO0O0OOOOOOO Auto
Manage Addresses 1 OO0 0000000
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Service Definition

~ Auto Manage Addresses @

We recommend that you do net disable auto manage. Any traffic passed outside SSL managed control might face security vulnerabilities.

Proxy Type
l Explicit - l
Specily whathar yeu want the system to oparala in transparent prody mode or explicit praxy mode.

To Service Configuration €@

Use Existing @O Create Mew

Name
I ssloM_  Proxy_in

n the From MNetwork Self IP Name field, type a name for the self IR

VLAN

Use Existing @ Create New

Interface

l 1.3 v

Select the associated BIG-IP system Interface.

Tag

Network Settings

Self IP
I 10.100.37.57

Specifies the self IP address definttion address. This can be aither an IPv4 ar an IPv6 address.

Netmask @

I 255.255.255.0|

Route Domain @
L © Use Route Domain 0 Create New

O0:

- SSLOOCOOO0O000000-FILTERProxy OOOOOHTTPOOOOOCOOOOOOOOOO
00000000000000000000000000000000SSLO 000 Auto Manage
AddressesDRFC2544 0 0 000000000 OOOOOOOCOOOOOO0O00O0O0O00O00O00O0O
ooooooooboooooon

11. i-FILTER Proxy 00000000 IPOOOO0 O 00000 O0O000ODone 000000
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Service Down Action €@

Ignore ~

Security Devices @

HTTP Proxy Devices

'S ™

IP Address @

10.100.37.59

Port

I 15080

Cancel Done
" 7
I No HTTP Proxy Devices Added

Device Monitor @

/Common/gateway_icmp v

12. i-FILTER Proxy OO SSLOO HTTPOOOOOOOOOOO VLAN,Self IPOO0O0O0O0O0O0O00O0O
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From Service Configuration @

7’
Use Existing © Create New

Name
I ssloN_  Proxy_out

In the To Network Self IP Name field, type a name for the self IP.

VLAN
Use Existing @ Create New

Interface

I 1.4 v

Select the associated BIG-IP system interface.

Tag

Network Settings
Self IP

I 10.100.38.57

Specifies the self IP address definition address. This can be either an IPv4 or an IPvé address.

Netmask @
I 255.255.255.0

Route Domain @
@ Use Route Domain 0 Create New
‘o

13. 000000 AutoMap OO OO O0OOOOO Rule0000000O0Save0 00000
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Manage SNAT Settings @

Auto Map v

— Authentication Offload @

Resources
iRules @
Available Selected
Filter /Common/Insert_iFILTERheader

No available items @

Cancel Save

14. Service O 0O0DO0O0O0O0O0O0O0D0O0OO0ODO0O0OOSaved NextOOOOOO

SSL Orchestrator » Configuration

S$S5L Orchestrator Configuration :sslo L3ExplicitProxy

°*0—0— .—H—H—.—.

Topology SS5L Configuration Serwce Service Chain Security Policy Interception Rule Egress Setting Log Settings Summary

Services List

Add Service Delete Service Items: 1
Filter Type by Name..

Name Service Type

I ssloS iFILTERProxy HTTP l

Cancel Save Draft Back Save & Next
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15. Add000000000000000O0000000OO0O

SSL Orchestrator » Configuration

SSL Orchestrator Configuration LsExplicitProxy ([ NNDEREONEDN

°®0—0 0 0 0 0 0 0 o

Topology SSL Configuration Service Service Chain Security Policy Interception Rule Egress Setting Log Settings Summary
y N

Services Chain List
- — Items: O
Filter Type by Name.
Name Description

16. 00000 0000000000 ServiceJOOOOOOOSave00O0O0O0OOOO

SSL Orchestrator » Configuration

SSL Orchestrator Configuration citPre

Topology SSL Configuration Service Service Chain Security Policy Interception Rule Egress Setting Log Settings Summary
rs

Services Chain Properties

e a name after the default prefix ssloSC_.

Description
Type a description for the service chain.
Services
Services Available Selected Service Chain Order

Filter O ssloS_iFILTERProxy
[

No available items

et -
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17. 00000000000000000000000000000OSaved NextOOOOOOOOO

SSL Orchestrator » Configuration

8SL Orchestrator Configuratiol

co—o o 00000 o

Topology SSL Configuration Service Chain Security Policy Interception Rule Egress Setting Log Settings Summary
S

Services Chain List

Add Delete tems: 1
Filter Type by Name
Name Description
[ ssloSC_MyServiceChain ]

Cancel Save Draft Back

18. All Traffice 0 O0O0OOO0 OO0O0O0O0OOOO

SSL Orchestrator » Configuration

SSL Orchestrator Configuratiol lo_L3E: xplu.npro;y

*°0—O0 0 000000

Topology SSL Configuration Service Service Chain Security Policy Interception Rule Egress Sef Log Settings Summary
.

Security Policy

Type @
© Create New Use Existing None

Name
IssloP_ L3ExplicitProxy
In the security policy Name field, type a name after the default prefix sslaP_.

Description @

Rules Add
- . SSL Forward . .
Name Conditions Action Proxy Action Service Chain
] SSL Check is true and
&8 Pinners_Rule . N Allow Bypass - Fd'}
. Category Lookup (SNI) is Pinners

| Al Trafiic Al Allow Intercept -
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19. 000000 ServiceChainOOOO0O0O0OKOOOOOOOOO

Rules

. . SSL Forward R B
Name Conditions Action Proxy Action Service Chain

H Pinners_Rule SSL Check s true anld . Allow Bypass - rd |
- Category Lookup (SNI) is Pinners

Name
Default Rule

Type the name of your custom policy.
Action @ SSL Forward Proxy Action @  Service Chain @

Allow ~ Intercept v

Cance‘

None

[ ssloSC_MyServiceChain ]

20. All Traffice 0 Service Chain 0 00 0000000000000 O00OOOO

Rules Add
Name Conditions Action §SL Forw?rd Service Chain
roxy Action
- .
= Pinners_Rule SSL Check is true an,d ) Allow Bypass - S
o Category Lookup (SNI) is Pinners
| Al Traffic All Allow Intercept [ ss10SC_MyServiceChain ] V4

21. Save & Next 0000 O0O0O0O

~ Server Certificate Status Check

Proxy Connect @

Cancel Save Draft Back
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22. Proxy Server Settings 1 00 0000000000000 OO00ODODOOO IPODO0ODOOOOOOOOOO
OO0 AccessProfile 0 0 0000000000000 O0O0ODO M Ingress Networkk 00000000000
00000000 VLANOOOOOSaveO Next OOODOODODOOO

Proxy Server Settings

IPV4 Address

10.100.35.201

Specify the IPv4 IP address.
Port

3128

Access Profile

fCommon/sslo_ntim_policy +

OPECTY TNE ACCESS PIOTNE

Ingress Network

VLANs
Create
Available Selected
Filter /Commen/internal
/Common/external @
Select one or mora VLANS where transparant-proxy Ingress traffic will arrive.

Cancel Save Draft Back Save & Next I

23. 00O 0ODO0O0O0OOManage SNAT Settings 0 Auto MapGateways [0 Default Route 0 0 O O OSave O Next
O0o0000o0oOo@uUooooUooooooooon)

SSL Orchestrator » Configuration

SSL Orchestrator Configuration : sslo_L3ExplicitProxy _

°0—O0 0 000 00 ©

Topology SSL Configuration Service Service Chain Security Policy Interception Rule Egrass Setting Log Settings Summary

Egress Settings
Manage SNAT Settings @

Auto Map v
Gateways @

Default Route v

Cancel Save Draft Back Save & Next
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24. Save 0 Next 0D OO O0D0OOO

SSL Orchestrator » Configuration

'SSL Orchestrator Configurat

L3ExplicitProxy

S~ S —

Topology SSL Configuration

Log Settings

Applies to Access Profile @

Per-Request Policy @

Error

FTP @

Error

IMAFP ©

Error

POP3 &
Error

SMTPS @

Error

SSL Orchestrator Generic @

Error

Cancel Save Draft Back

Service Service Chain Security Policy

Save & Next I

Interception Rule

25.0000000000000000Saved NextOOOOOOODOO

Egress Setting

Log Setlmgs Summary
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SSL Orchestrator » Configuration

SSL Orchestrator Configuration : sslo L3ExplicitProxy _

OQHHH..

Topology SSL Configuration Service Chain Security Policy Interception Rule Egress Setting Log Settings

Summary

= Topology F
3 SSL Configuration &S
% Service S
% Service Chain &S
& Security Policy P
= Interception Rule &
& Egress Setting P
& Log Settings S

Cancel Save Draft Back | Deploy

26 OKOOOOOOODeploy DOOODODOOOOODOOOOO DEPLOYEDODOOODOOOOODOO

SSL Orchestrator » Configuration

% Configure @ Dashboard & 1 | version: 7.4.9 €

D Encrypted Traffic Encrypted Traffic
—h—  Hy——— > H— -1[:
(] — ]
[ e ]

Client Servers

P
N

® ssioS_FILTERProxy

Topologies Interception Rules Services Service Chains Security Policies SSL Configurations

Add Delete Items: 1
Name =« Type Security Policy SSL Configuration Protected/Unprotec...
sslo_L3ExplicitProx L3 Explicit Proxy ssloP_L3ExplicitProxy  ssloT_L3ExplicitProxy @
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27. 000 System Settings 10000000000

SSL Orchestrator » Configuration

2 Configure @ Dashboard Version: 749 @ X,

28. SSLO O Explicit Proxy D00 0000 DNSOOOOODeployD DO ODODO

SSL Orchestrator » Configuration
System Settings Configuration = DEFLOYED

. System Settings

System Settings

IP Family &
IPv4 ~

DNS Settings

e ™
DNS Query resolution €

Local Forwarding Nameserver ~

Local Forwarding NameServer(s)

Local DNS Nameserver*

l 10.100.35.156 2

W w

~) DNSSec Validation @
Gateways Configuration

Gateways 0

Default Route v

Cancel l Deploy l
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O0:

- 0J00000000DDO ICAPOOOOOHTTPOOODOOODOSSLOODOOOOOOOOOOOOOO
gboboboooooogo

1.2.11 i-FILTER Proxy O O Linux 00O OO

Oi-FILTEROOOOOOODOOOOOOOOODOOOOO

goe:

- SSLOODOO0000D0000 -FILTER Proxy OO0 O CHTTPOOOOOOOOOOOOOOOOOODOOO
0000000000000 0000000000000SSLO 000 Auto Manage AddressesC] RFC2544

O0000000000000000000198.19x.y/190000000000000000000000
ooooo

- J0000D0D0000DDO0O-FILTEROOOOOOODOOOOODOOOO0O0OO0OO0O00O0O00O

ssLooooono

1. conf/ifilter.conf 0 0000 OOCOOO0O0OOODOO

proxy_header_rewrite_protocol_enable = on

oooooooo

l.oooooooOO0oO0O0O0O0OO0OO0OOOOOOOO

2.0000000000000C0O0O0SNOOPOO ODODOOOOO

i“FILTER. IN-T i N=tyh
DAT A [ 1Y -0 [ BASE * 04+ >»1—%—: admin Q

[ &F |
BxamE
1-y—WAT
B A 7OIERE inetnf.proxy
Keep-Aliveb§DEHF Keep-AliveR(FEZEE L AL

LDAPVER—SaY hO—) () BRETS R—SH<X 0

SRR —Y—&ihH O BMCTS
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3.ICAPOOOO OSNOOPUOODOOOD OO0OOOOOOOOO0DOOOOOODOO

SNOOPZEEE

SNOOPII1—H—88R

Cache Time to Live 7200 32

4. 000 00000000000

I-FILTER. I-7 il n-ntyh
SAT A [ A5 [ BASTE > 07« >»1—4%—: admin Q
=)

5.00000000000000 LDAPOOOOOD OO0OO0O0OODOOOOOOOOOOODOOD ADOO
ooboooooooooobooooboboooboooooobooooooon
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LDAPH—)(—3%E

7 EL R : R— MES I 172.28. 14. 56 : 369 l
H—)(—REE OEi=NOE.: TOF - \OMIHEE 1
LDAP)(—F3> [3 v]
BIND EER
BIND DN I cn=fdministrator,en=Users, de=fS5jplab, de=local l
O ) Zo-EEEFT3 (8BE /IRT-FISETEsnTVET)
BIND/TAT—F FITRAO—F
# IR0 — F(HER)
Search Base I de=f5jplab, de=local l
Search Filter I (sAMAccountlame=%1) l

Search Group

(|Cobjecteclass=organizationalunit) (objectelass=grovpofuniquenames) (objectclass=groupc

Search User (|Cobjectelass=person) (objecteclass=account))
BINDZ A A7 |~ 60| #2 Search?-{ L7 60 |2
oad ooo
0d00:00000 |000O0 ADOOOooag
BIND BIND O O
BIND DN O0O0O0OO0OO0OOOODoO0Q BIND DN OO OOO0O | OO0 00
cn=Administrator,cn=Users,dc=f5jplab,dc=local
BINDOODOOO 00o00000ooooooDooooooon
Search Base 000000000oooo loooode=fsjplab,de=local
Search Filter (sAMAccountName=%1)
0000o0do0o0oOoooOo0oooooooooa
l. 0000000000000 ooo0 ooobobooboobo ooooooooao
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i-FILTER. IN-7

IN—TF / BEEE-F /21— -BE

IN—7—% [T IN—F%

2. 00000000O0O0DOCOOOOOOOOOOOOO

i-FILTER. i ARty
IN—TF [ BEEF F1-F-BE ¥ 4»a=F=: admin [ BFTIH Q
on-7-% ECAETHETE 7474 vt cror E T T

3. 000000000000 00oooooooOoooDo

E—F Web#—ER  7ql¥—  ERIURL JOvoEE  SEARE  TestBoard
BRAR 4/20008 [ REI-Y-BORNCFRA IHRAR—F PR
=5 a—H—

4. 0000000 OOOODOOO

a—H¥—Em

EMEE: XICAPRSE 1~ —SRAHNTT

NATARERE:

LEH ozpalL O 2—Y-me—E O BH—R

H—r—hol @
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5.000000000000000ADOCOCOOODOONOOOD 0000000
a—¥—Em
|EEE: XICAPRE 1S RIS TT
ARTSRERE:

f5 se
LEH  a@nl O 1—Y-R2—H ) B9—H

H—r—ipSM @/

d1-¥—-REER (3] #

CN=f5 52001,0U=SeDepartment,DC=f5jplab,DC=local
CN=f5 se002,0U=SeDepartment,DC=f5jplab,DC=local
CN=f5 se003,0U=SeDepartment,DC=f5jplab,DC=local

6. WebJOODO OOODOUODOOODOODOODOOODODODDOOODO0OOODODOODOOOODOOOOOO

ooboooomoooboooooooooooooood
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#N—T4: F5_SE_Group =

AEhR  BAMA 2020/04/19 #TH 2020/05/31 clear: CTL+End

Messenger | messenger.com B

Messenger | messenger.com 1238

Messenger | messenger.com 770

-k

Messenger | messenger.com E7 40

[ IRz §| Feukias—submE
[ Z0vs 3| Frobiqs—sormesE

TOwD 3| Fruvbi A0 F—FubReE

S=H= F = mﬂn Feld— @BURN TOvSEE REGEE Test Board
—gEREAS | 7oy | E
[ ¥—E2% Hih @S Foiay  FAATIME Yz
( | SNS/B) B EEAE/ WebEHER-
Facebook [ L | -J URLEE# | 1]
Facebaok 0472 HA 4|shS
Facebook #H [ Tous s | ENSKWEREJ{???E_?
—_—
Facebook #Aut—3RE = 4_| SNS | 2]
Facebook 774 L7 w7 O—K F 0w $‘| ;-y?'l:l—ﬁ'—.-"SNS.-".U]EHE. ]
[ Facebook @D rFacebook EW7FUBAL (QAUhERET) | HA  4|SNS 3]
o oo a| EEVTRLT SO O—
Facebaok 744 Toud 7SN — i [ 3]
R 2]
]
3|
3

£

YouTube B ¥

YouTube —RETHEBN T
QD xmReEaRFvoREE

Tokyo 20208 K F w2l WK

[ YouTube (Google)

YouTube 34 MER

YouTube BHE7y 7a—F

(7098 4| Frubrtvs—robmmE
) | EEE/ T 05—/
B 4| s/ WebBIR-URLE Y
T wEE

FOus 4| WEEE/7vFO—5—

(A | wEEETTO—5—

—
WA 4| WEEE/7YTO—s—
[ 7Rvz ¢ wEEE7TR-5—

WLLL

TRy § | WEERE/T 7 A—5—

7.000000000000000000000 URL/URIDOOOOOOO OO OOOOOOOO0mMOO
oobooooooboooobooooooooobooooDoO
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H—F4%: F5_SE_Group = AU —ER
HOMIM MEEB 2020004119 #TH 202000531 clear: CTL+End

a—Hf— K Web#—EZ Fal-H— L L FOuSEE EEANE Test Board

ERVAMRE: | FFy2UAN@REATIV) ¥
TSyoUAN (@kHTIY) - BEEEN 3/50004

. https://httpbin.org/get [E£]
http://http.badssl.com/ [E2]
https://rsa2048.badssl.com/ [FE£]

BE-%
[ e |
[ am | m® |
URL SA47:| Ba—H s |/ TFoiay:| FOvs s
A=l Ly
axvk
B@RURLOEHET HW-TS 5
HKER SNR T

gobooboogooboon

1. iRule 00000 X-Forwarded-ForO O OOOOO IPOOOOOO-FILTEROOOOOOOOOOOOO
ooooDo

2. 0000000000000000OCOO0O0OOO

3.0000000000000
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i-FILTER.

IN=-7 ~

=-ntvk -
PAThA [/ ~AyHF—-a>b0-5—

041 1~ —: admin Q

troms
BRI 3/256fF
247 ol /il &fF BAHER
1 USIZA A4S —ER | Accept-Encoding 2l
2 UDIZA Ay sd—8E == =Accept-EncodingBISHEEACL =zl
X-Forwarded-For | 25172/ P =L ]

ooobooooooooooocoon

1. 0000000000000 0000O00 ODO00O0000OO000D D0 OO0O0DOCODO ODODOOOO
OO0 SSLO O Interception Rule O Destination Address 0 IPO 00000 OODOOO

RIEFARETE
EEER inetnf.conf 127.0.0.1 / 15081
ATV [ 10.100.35.201 ]

2. HTTPSOOOOOOSSLOOOOO0O0O000000000000000000000000000 1130
oooooo

3.0oo00oooo0oooo0o0ooooOo0oO0O0booOo0O0O0bO0O00bO000bOO0O00bODO0O000D
oobooobobocobooooobobooooboo0oOoobOoo ooooOoOoOOoOoOoOoOoOobOboOoOobOboOoOon
ooooo
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LATL S FIANMER /IOy EE A2 —HF— admin i

HETHERLET Oy EmEERTS

A —HEREL AT O AEEENTS

(=
B/=e L] [ FERTIEA, ]

Fut—LRE
FARNE FAvvERELR.
HRe # fif

SR ER [ (ErLae ) BECED l

<font color=#Ff0000 size=5 face=M3 Jiud=<b=CELOH A HIBEHEFITEATIELL | </be
</font=

<hr calor = #0003 width= 60% align=left size=3>

COA—ZRTIFILTER Ic U7 0w srEhELL,

Hog—ii1
%
BEIEH 156/2000%F
¥ (XA AT ORI F oA — BN TS
COURLASBMENDWebS 1T, —flE AT Web A — P ML TOET,
BAutr—
4
BRI 43/20003F
FRERA ¥ URL @ 7OuoEM W IPTELR B Bila-4—5
I F5 Metworks Japan #EE~—5 I
Ay—ii2

A

BEITH 23/200000F

o0:
e 0000000 Connection: keep-alive 1 0000000000

«-FILTEROOOOO0O0O0O000O00000000000000000
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1.212 000000000 OoOooOooOoo

1.0000000 SSLOO0 cCAO0O0O0 OoOoooooooooo

2.0000000000000D0000OCODOO0O00O0OOO

curl -vk —--proxy 10.100.35.201:3128 -proxy-ntlm -proxy-user 'se0Ol:ilovef5!"' |

—https://xxxx.xXx

3.00000000000000000000 SSLOOOOOO00 WEBODOOODOOOOO

4 WEBOUOOOOOOOOOOOOOOOOOOOO SSLOO cAQOO0O00 O0O0oOoooooooooao

goooo
B 550 Orchestrator | Fs ®  + N =
« ¢ & f5.comijap/products/security/ssl-orchestrator T 68
al E5E
=8 B ESR00 =k JT— MYFS HMVEHE
@ YU1-—3= p ERaons SHEA BFEv Q
LoEHaoEm

alUE=p J/E2-F-0 1D ERETD
»UE- JWE2-7-0 D EEHT2

B2 t¥a2 5T

SSLO

RiTRE: author-aawi5.com

FFUTICLD.

XL REE e

HWEMM 20191113 PS5 2000005007

WAAT =3

RITHORAT—FAIHG

5.0000000000000000000 000D0000ooooaon

104 0100000



F5SSLOC 00000000 D i-FILTERD

@ Joygingle,

J0y7EhELE,

rsa2048 badssl.com

55094 MIEREFFITN TWEEA !

ZWoi=ig Ti-FILTER) &YW 7Ry D ENE L Tz.

URL https://rsa2048.badssl.com/

Jowons  |BRURL: E8ETSySUR R

’ FFP FL-A 10.100.35.100

EiF1—-—g |[se001

F5 Networks Japan $8EE~—i7
DateTime: 2020/05/10 16:11:36

6. SSLOOO0ODOOOOOO00O0O0ODOOOCOOO000O0O0ODOO0O0 SSLOO cAODoOOoOooooooo
goooooooooooon

1.243 i-FILTERO OO OOOO0OO0OO000O00O0O0O0O00O00O0O0O0O00O0OO0OO0

2.113000SSLO00000000000000000000000O0000000000000000000
000000000000000000000000000000000000000000000000000
00000000000000000000000000000 300 VirtwalServer 000000000000
00000000 aS3SqaSé 000000000000

95470 BT OF R

(@ Explicit HTTP Proxy VIP
Port: {E&

L 8=y g

Protocol: http
Dest port: {E&

JOy I EES A FVERET, BEBR/IRT—FAS

Protocol: https
Dest port: 443

Protocol: https
Dest port: 44314}

(@) Explicit HTTPS Proxy VIP
Port: 443

@ Reject VIP
Port: *

SSL Orchestrator

HTTP service Pool

i-FILTER
Port: 15080
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Explicit HTTP Proxy O Virtual Server 0 0 [

1. Proxy O 0 Tunnel 0 00 00O O Network >> Tunnel ListAi 0 0 0 CreateAA 000000000000
00 AiD0 000 OProfileAd O O O tep-forwardAd 0 0 O O O Finished 000000000

|| ONLINE (ACTIVE)

Network » Tunnels : Tunnel List » New Tunnel...

Configuration
E"*‘ Statistics —
Name lLZEprlcltPruxy-xp—lunnal |
@ iApps Description
7] wizards Profie [Cofovers_____{)
MTU 0
() Local Traffic
Use PMTU v Enabled
Q Traffic Intelligence T0S Preserve *
B Acoses ko LastHop
g Device Management Cancel Repeat

2. 000000 Explicit Profile 0 0 O O O O O Local Traffic >> Profiles >> Services >> HTTPAi 0 0 O
CreateAi0 0000000000000 O0O00ODOOProxy ModeAi 0 00 ExplicitAi 0000000

Local Traffic » Profiles : Services : HTTP » New HTTP Profile...

General Properties

Name | L3ExplicitProxy—xp|
Proxy Mode
Parent Profile (_ http-explicit $)

3. DNS ResolverAi 0 0 O SSLO Guided Configuration 0 0 0 0 O AiZDNS ResolverAi 0 0 0 O O Tunnel
NameA3O0OOOOOO0O AiTunnel A3 00000 Finished 000000000
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Explicit Proxy
DNS Resolver + [ ssloGS-net-resolver :] L
IPv6 N
Route Domain
Tunnel Name I( L3ExplicitProxy-xp-tunnel | 4) v

4. 000000000 Rue0dOooonO

- 00000000000 HTTPHTTPs OO OOOO0O -FILTEROOOOOOOOOOOOOO

00000000 iRule

- 0000000000000 0O0OI-FILTEROOOODOOOOODOOO iRule

1000 Rule00000000000000000O000000O0O0O0O0O0OO0OSSLO O ExplicitdO
Virtual Serer 0 0000002000 iRule 00000000 -FILTEROOOOOOOOOOOOOOOO
OO00O0O0OO0-FICTERODO PoolDODOOOOOO iRule 000000000000 O00OO FQDN/IPO O

oobooocooooooboooooo

Local Traffic >> iRulesAi 0 00 CreateA3 00 000000000000 AiO0O0O0OO 0O DefinitionAd
0000000 iRule 00000 FinishedAA00000000MMO0ODO Rue00D00000000O0O
000000000000 D0000000000000000000000000000 iRuled0100

ooboooooooooboooooood

00000000000D000d iRule

### Add this i1Rule to Explicit HTTP Proxy Virtual Server ###
when HTTP_PROXY_REQUEST {

—{
HTTP: :proxy enable
} else {
HTTP: :proxy disable
virtual sslo_L3ExplicitProxy.app/sslo_L3ExplicitProxy-xp—4

snat automap

set FSOPROXY "bigip.f5jplab.local" # For block jpg #
set FS5PROXY2 "10.100.35.221" # For password bypass #
if { [HTTP::host] contains SF5PROXY || [HTTP::host] contains SF5PROXY2

}

0000000000 iRule
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### Add this iRule to Explicit HTTP Proxy Virtual Server ###
when HTTP_REQUEST ({

set F5PROXY "bigip.f5jplab.local" # For block jpg #
set FS5PROXY2 "10.100.35.221" # For password bypass #

if { [HTITP::method] ne "CONNECT" } {
HTTP::header replace "X-Forwarded-Proto" "http"
pool ssloS_iFILTERProxy.app/ssloS_iFILTERProxy

if { [HTTP::host] contains SF5PROXY || [HTTP::host] contains

SF5PROXY2 }

5. Explicit Proxy 0 O Virtual Server 0 O 0 O O O O Local Traffic >> Virtual ServersAi 0 0 O CreateAd 0 O
000000000000 AiD0O0OOO Destination Address/MaskAR 0 0000000000 AiIP O
000 AiD0D0D0OService PortAi 000000000000 DD AA00O0O0O0 Ai00O0ODOOO0

General Properties

I Name ( L3Expicitproxy |
Description
Type Standard 4
© Host — Address List
Source Address
— Host — Address List
Destination Address/Mask
10.100.35.221
List
Service Port

3128| Other: o

Notify Status to Virtual Address

State Enabled %

6. HTTP Profile(Client)Ai 0 00 000 0O ASHTTP Explicit ProfileAi D 00D 000

Confi i Advanced %

| Protocol |

‘ Protocol Profile (Client) ‘[tcp :)
‘ Protocol Profile (Server) ‘ (((Use Client Profile) )
‘ HTTP Profile (Client) ‘[ L3ExplcitProyxp-htp ]| %)
I I
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7. Source Address TranslationAi 0 0 0 Auto MapAi 0000000

VLAN and Tunnel Traffic (AIl'VLANSs and Tunnels# ]

Source Address Translation l Auto Map # I

8. iRulesAi 0000000000 iRule 0000 OO FinishedA10 DD DODDODODODO

Resources

Enabled Available
/Common iFILTER_https_rule

iFILTER_bypass << | [ICommon/ssloS_iFILTERProxy.app
iRules iFILTER _http_rule ssloS_iFILTERProxy-ilD
>> ssloS_IFILTERProxy-ilD_auth |

ssloS_iFILTERProxy-ilS_auth

Up Down

Explicit HTTPS Proxy O Virtul Server 0 0 O

I.HTTPS 0D DO0OO0DOO0OO0D -FILTEROOODOOODODOO iRule 000000000 iRule0 0000
000000004-FILTEROO Pool0 000000 Local Traffic >> iRulesA3 00 0 CreateAa 00 0 0
00000Ai00000 Ai4000000 AdDefinitionAi 0000000 iRuleAi 00 0O OO FinishedAi

oo0O00000@M 000 iRule0 0000000000 0ODODOOOO0O0OOODODOOODOODOOOOO
oooooooooom

0000000000 iRule

### Add this iRule to Explicit HTTPs Proxy Virtual Server ###
when HTTP_REQUEST ({

HTTP: :header replace "X-Forwarded-Proto" "https"
pool ssloS_iFILTERProxy.app/ssloS_iFILTERProxy

2.000000000000000 SSLOOOOOOO BIGIPOO SSLODODODOOOOOOOOOO
0000 Ai0 As000 Ai0000DOO0 System >> Certificate Management >> Traffic Certificate
ManagementAi D0 00000000000 AiD Ai00D As0000DO0DODOOOOOOOO0OO
000000000 D0O0D0OO0OSAND FQDNO IPODODOO0OOOO0O0OO
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1+ -~ Cerificate Key
|

General Properties

System » Certificate Management : Traffic Certificate Management : SSL Certificate List » bigip

Certificate Signing Request | Instances

Name bigip

Partition / Path Common

Certificate Subject(s) bigip.fSjplab.local

Certificate Properties

Public Key Type RSA

Public Key Size 2048 bits

Expires Oct 08 2021 19:14:22 JST

Version 1

Serial Number 7

Fingerprint B A B O N T o B R B B e A D R e R A R A T R R SR T D E R R R D R R AT R DR RNES
Common Name:  bigip.fSjplab.local
Organization:
Division:

u

Suniect Locality:
State Or Province:
Country: JP
Commen Name:  f5jplab
Organizational Unit: 5jplab

[— Dlwspn: se
Locality: minato-ku
State Or Province: tokyo
Country: ip

Email

Subject Altemative Name DNS:bigip.f5jplab.local, DNS:10.100.35.221 I

Monitering Properties

Monitoring Type OCSP

Issuer Certificate [ None *)

ocse :

Status @

3.000SSLO000000000D000000000000000000n0 SSLO0D000D0DO ClientSSL
0000000000000 Local Traffic >> Profiles >> SSL >> ClientA3 0 0 0 CreareA1 000000
00000000 AR000000000D00 000000 Ai0 Ai000 Ai00000 FinishedAi D

oooooooo
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]| ONLINE (ACTIVE)
fs || standalone

Local Traffic » Profiles : SSL : Client » New Client SSL Profile...

@ SSL Orchestrator
General Properties
/3 Statistics
Name IFILTER-clientss| ||
@ iApps Parent Profile [ clientssl v
ﬂ Wizards C Basic $ Custom
v
Qﬁ Local Traffic lfCammonﬁsnigip ICommon/f5bigip I
Network Map Certificate Key Chain
Virtual Servers L
Add
Policies
Profiles OCSP Stapling
) Notify Certificate Status to
Giphers Virtual Server
iRules Proxy SSL
Pools Proxy SSL Passthrough

4. HTTPS O O Explicit Proxy Virtual Server 0 0 O 0 0 O O Local Traffic >> Virtual ServersAi [ O [CreateAd
00000000000 000 AiO0OOOQODestination Address/MaskAi 0 0O 00.0.0.0/0A3 00 0O
Service PortAi 0 0 0443A30000000

]| ONLINE (ACTIVE)
| standaions

Help Local Traffic » Virtual Servers : Virtual Server List » New Virtual Server...

& SSL Orchestrator
General Properties

el statisti
CHEE Name IFILTERProxy ]

iApps Description
: T Standard s
lgl Wizards e i =
© Host ~ Address List
Source Address.
[ Local Traffic
o Host — Add List
Network Map Destination Address/Mask . L
Virtual Servers {
oo R— aPart __Port List
'olicies
D —
Profil
romies Notify Status to Virlual Address
Ciphe
phers State Enabled 3
iRules

5. ConfigurationAi 0 O O AdvancedAi 0 O O O O HTTP ProfileAi 0 O OhttpAi O O O O SSL Profile
(Clien)AZ 00 0DO0D0O Aiclientssl 000000 Ai0000O00DO
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Protocol Profile (Client)

Protocal Profile (Server)
HTTP Profile (Client)
HTTP Profile (Server)
HTTP Proxy Connect Profile
FTP Profile

PPTP Profile

SOCKS Profile

Stream Profile

iRules LX Profile

XML Profile

MQTT

SSL Profile (Client)

TCP B
(Cop +]
({Use Client Profile) 4]
| | +)
[(Use Client Profile) ]
[None )
Selected Available
Q
Qmmon fCommon
iFILTER-clientss| clientss|
£ clientssl-insecure-compatible
. clientssl-quic
clientssl-secure
crypto-server-default-clientss|
splitsession-default-clientss!

AiTunnel A3 0000000

VLAN and Tunnel Traffic

VLANSs and Tunnels

Source Address Translation

Bandwidth Controller

Traffic Class

Connection Limit

Eviction Palicy

Eviction Protected
Connection Rate Limit
Connection Rate Limit Mode

Address Translation

Port Translation

|

(Erabedon. | %)

0

Selected Available
/ /Common
L3ExplicitProxy-xp-tunnel < DB-tunnel
external
=2 http-tunnel
internal
Auto Map %
Enabled Available
>>
0
Enabled

((Per Virtual Server

Enabled

Enabled

6. VLAN and Tunnel TrafficAi O 0 O Enable on...Ai 0 00 0 O VLANs and TunnelsA2 0000000

0100000



F5SSLO 0000000000 i-FILTERDO

7. iRulesAi 00000000 AfiRuleAi 00000 Finished 00000000

Resources
Enabled Available
IFILTER_bypass
IFILTER_https_rule e iFILTER_hitp_rule
iRules IC IssloS_IFILTERProxy.app
> ssloS_iFILTERProxy-ilD
ssloS_iFILTERProxy-ilD_auth
Up  Down
Enabled Avallable
Palicies
Default Pool + | ((None ¥
Default Persistence Profile
Fallback Persistence Profile

Cancel | Repeat

Reject O Virtual Server 0 0 O

1. 0000443 0000000000000 Virtual Server 000000 O Virtual Server 0000000
000000000000 00 Type OO Reject 0 00 O O Destination Address/Mask O O O 0.0.0.0/0
OO0O000Service Port 00 *000000O0OVLAN and Tunnel Traffic 0 O O Enabled on... D0 00O 00O

VLANsand Tunnels 0 OO0 O 000 Tunnel D 0O OO Finished DO O0O0O0OO0O0DOO
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Local Traffic » Virtual Servers : Virtual Server List »» New Virtual Server...

General Properties

=
Description
Type [ Reject ?)
Source Address
Destination Address/Mask
Service Port D
Notify Status to Virtual Address "
State
Confi ti Ad d v
Protocol TCP v
WebSacket Profile
IMAP Profile
SplitSession Client Profile
SplitSession Server Profile
Statistics Profile
VLAN and Tunnel Traffic [ Enabledon.. | 4]
Selected Available
Fgmmgn_ - ICommon
VLANs and Tunnels L3ExplicitProxy-xp-tunnel << external
http-tunnel
== icap
internal

i-FILTERO OO O

l.00ooooooooooooooooooo OoooOoOOOOCOO OOCocObOOooboobboOoooooo
OO0OoOooooDNSOOOOO0OO0mMmOooOooooooooooooogoooooogoooog URI
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